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3awmTta nHchopmaumm B CeTU MHTEPHET
BBeneHue

3a HECKOJIBKO TOCIEIHUX JACCATHIICTHH TpeOOBaHHWS K 3amuTe HH(POPMAIUH CyIIECTBEHHO
U3MEHWINCh. Jl0 Hayana IUPOKOro UCIOJb30BaHUS aBTOMAaTHU3UPOBAHHBIX CUCTEM 00pabOTKU
JAHHBIX 3alIUuTa WHGOPMAIMH JTOCTUTATIAch MCKIIOYUTENBHO HAJIe)KHBIMH 3aMKaMH, OXPaHOU
MOMEILEHUS U aJMUHUCTPATUBHBIMU MepaMH. C MOSIBICHUEM KOMIIBIOTEPOB CTaja OYEBUIHOU
HEOOXOJUMOCTh HCHOJIb30BAaHUSI ABTOMAaTHYECKUX CpPEJCTB 3alluThl (alaoB JaHHBIX U
IpOrpaMMHOM cpeabl. Clenyromuid 3Tan pa3BUTHS aBTOMaTHYECKUX CPEICTB 3aLIUTHI CBS3aH C
MOSIBJICHUEM PaCIpPEIEICHHBIX CUCTEM 00pabOTKU TaHHBIX U KOMIIBIOTEPHBIX CETEH, B KOTOPBIX
CpeZCTBa CeTeBON 0€30MacHOCTH MCIIOJIb3YIOTCS B EPBYIO OUEPE/b IS 3aIIUTHI NTepelaBacMbIX
0 CETSIM JaHHbIX.

BOHpOCBI 3alllUThI I/IHq)OpMaI_[I/II/I HCCOMHCHHO SBJIAIOTCA OAHUMHU H3 CAMBIX BaXHBIX IIPpU
Pa3sBCPThLIBAHUHN ceTel u MOAKIOYCHHUHN X K HHTCPHCTY.

CeroaHs NOJKIIOYEHUE KOPIOPATUBHOW CETH K HMHTEPHETY CTaJO0 OOBIIEHHBIM SBICHUEM.
BonbImMHCTBO KOMIAHUN CETrOAHS MMEIOT CBOM CAWThl B MHTEpPHETE. 3a yJ00CTBA M HOBBIC
BO3MOXKHOCTH TIPUXOAMTCSI PaCIIaYMBATHCS TOSBICHHEM HOBBIX IPOOJEM, CBSI3aHHBIX C
6e3omacHOCThIO. M B IepBOM, U BO BTOPOM CiIy4ae IJIsi TOTO, YTO HE HMETh MPo0IeM, CBI3aHHBIX
C HEXeJaTelbHBIM NPUCYTCTBUEM IOCTOPOHHMX B Ballledl KOPIIOPAaTHBHOW CETH WIIM Ha cailTe,
HGO6XOI[I/IMO YYUTBIBAaTb MHOI'UC ACICKTBI U AOCTATOYHO CBO6OI[HO pa36I/IpaTLC$I BO MHOT'HX
texHoorusix. Jlns obOecneueHuss O€30MAaCHOCTH TNPHXOIMTCS CO3/1aBaTh TaK Ha3bIBAEMYIO
«000poHY BriTyOb», TOTOMY UTO HE CYIIECTBYET €AMHCTBEHHOTO YHUBEPCAIBLHOTO CPEJCTBA WU
€IMHCTBEHHON YHHBEPCAIILHON TEXHOJOTHWH, KOTOpPHIE TO3BOJMIN OBl PEIIUTH BCE MPOOIEMBI
UH(POPMALMOHHON OE30MTaCHOCTH.

Hepe‘-II/ICJ'II/IM HCKOTOPBIC XAPAKTCPHBIC HpO6JICMBI, CBJA3aHHBIC C 6630H3.CHOCTBI-O, KOTOPBIC
BO3HHUKAIOT IPHU UCIIOJIb30BAHNH KOMIIBIOTCPHBIX CeTeH:

1. ®upma umeer HECKOJIBKO O(PHCOB, PACMOJIOKEHHBIX HA JOCTATOYHO OOJIBIIOM PAcCTOSIHUU
npyr ot apyra. Ilpu nmepecsiike  KoH(PHUISHIHMATHHON HH(DOPMAIUK 10 OOIIETOCTYITHOW CETH
(HampuMep,  MHTEPHET) HEOO0XOIUMO  OBITh YBEPEHHBIM, YTO HHMKTO HE CMOXET HH
MOJICMOTPETh, HU H3MEHUTH 3Ty HH(OPMAIIHIO.

2. CereBOil aIMUHHMCTPATOpP OCYIIECTBIISET YyJIAJEHHOE yIpaBieHue KommbioTepoM. Kto-To
JIpyroi MepexBaThIBAET 3TO YIPABISIONIEE COOOIICHHE, W3MEHSET €ro CoAep)KaHWe u
OTIIPABIISICT COOOIIEHHE HA JAHHBIM KOMIBIOTEP.

3. Tlonmp3oBarenh HECAHKIMOHWPOBAHHO IIONyYaeT JOCTYN K yNAJICHHOMY KOMIBIOTEPY C
npaBaMU 3aKOHHOTO MOJIb30BaTeNs, 00, UMEsS MPaBO JIOCTyNa K KOMIIBIOTEpPY, MOJydaeT
JIOCTYTI C TOpPa3i0 OOJIBIIMMU TIPABaMHU.

4. ®dupma OTKpbIBaE€T MHTEPHET-Mara3uH, KOTOPbIH MPUHUMAET OIUIATy B 3JIEKTPOHHOM Buje. B
TOM Ciy4yae TMpoJaBell JOHKEH OBIThb YBEPEH, 4YTO OH OTIYCKAaeT ToBap, KOTOPBIN
JeMCTBUTENBLHO OIUIAYEH, a TIOKyMNaTelb JOJUKEH HWMETh FapaHTHH, YTO OH, BO-IIEPBbIX, MOIYUYHT
OIJIAYEHHBII TOBAp, a BO-BTOPBIX, HOMEP €ro KPEAUTHOIN KapTOUYKH HE CTAHET HUKOMY M3BECTEH.

5. @dupma OTKpHIBAET CBOM CAUT B MHTEPHET. B KakOM-TO MOMEHT COIEpPKHUMOE  CauTta
3aMEHsIETCS  HOBBIM, JIMOO BO3HMKAET TAKOW MOTOK U TaKOW criocod oOpalleHuil K caity, 4To
cepBep He crpasisieTcsa ¢ 00paboTKoM 3anpocoB. B pesynbrate OOBIYHBIC TOCETUTENN caiiTa
1100 BUAAT MH(POPMAIMIO, HE MMEIOIIYI0 K (pUpMe HUKAaKOTO OTHOILICHMS, JHUOO MPOCTO He
MOTYT IOIIacTh Ha CalT (PUPMBI.



B nHanbonee mosHON TPAaKTOBKE MO CPEACTBAMHU CETEBOM 0€30MAaCHOCTH MBI OyJleM HMETh B
BUIYy MEpHl  NpeAOTBpallleHHs] HApylleHMii 0e30MacHOCTH, KOTOpbIe BO3HUKAIOT TMpHU
nepenade WHOOpPMAMH IO CETSAM, a TAKKE MEpPBHI, TO3BOJISIONIUEC ONMPeNeasiTh, YTO TaKue
HapyuleHHus1 0e30MacCHOCTH UMeJIH MecCTo.

JlaBaiiTe BHavasie pacCCMOTPHUM B CaMbIX OOIMX YepTaX, YTO TAKOE UHTEPHET U KaK IMPOUCXOAUT
nepeaaya MHGOpMAlMM B CETHM HHTEpHET. VIHTEpHET COCTOMT U3 OrPOMHOIO YHCIia
KOMIIbIOTEPOB, COEAMHEHHBIX MEXIy co0Ooi cnenuaibHbIMM NpoBogamu. Ha xommbrorepax
BBINOJIHAIOTCA NPOrpaMMbl, a [0 [pPOBOJAM  MEpelaloTcs  AaHHble, KOTOpHIE
0o0padaThIBalOTCl STUMH IporpaMMaMu. B HacTosiiee Bpemsi CYLIECTBYIOT TEXHOJIOTHH,
MO3BOJISIOIIME TEepe/laBaTh JaHHbIE MEXIY KOMIbIOTEpaMu Oe3 MpPOBOJOB, aHAJOIMYHO TOMY,
KaK TepearoTcsl TaHHbIE NP UCTIOIh30BAHUU MOOWIBHOM TeneoHHOM cBsi3u. [[ns Hac ¢ Bamu
ceifuac He OyAeT MMETh 3HAU€HHE IO IMPOBOJAM MEPEAAloTCs NaHHbIE WM HCHOIb3YIOTCA
OecnpoBoIHBIE TEXHOJOTUU. B 000ux ciydasx OyaeM roBOpuTh, YTO KOMIbIOTEPHI CBA3aHbI B
ceth. Caaug Ne 2.

OnHOBpEMEHHO Ha KaXKI0M KOMIIBIOTEPE MOKET OBITh 3allyl€HO OYEHb OOJIBLIOE KOJIUYECTBO
IporpaMM, KOTOpbIE YMEIOT MOIy4aTh HH(OPMAIMIO U3 CETH U MOChUIaTh HHPOPMALIUIO B CETh.
Kaxmas u3 »tux mporpamMMm o0OpaOaThiBaeT CBOIO YacTh JAHHBIX, TOIYYaeMBIX U3 CETH, H
HOCBHIJIAET B CETh HOBBIE JTAaHHbIC, [TPEHA3HAUCHHBIE IS JJPYTUX KOMIIbIOTEPOB.

JlaBaliTe MOCMOTpPUM, KakK NPOMCXOAUT MEpechbUIKa HMH(OPMALUHU B KOMIBIOTEPHBIX CETSX.
JlaHHBIE IO CEeTH MHTEPHET MepelaloTcsl OTAEIbHBIMU OJIOKaMH, KOTOPBIE B CETAX HA3bIBAIOTCS
naKkeramMu. Y KaxXJ0ro HakeT €CThb 3aroJiOBOK, B KOTOPOM COJEPXKUTCS BCA HHGpOpManus,
HeoOXxouMast mporpammam Juis 00paboTKH 3TOTO MakeTa, U TeJio nakera. Caaiig Ne 3.

Bce makersl mepenmatorcs B 3apaHee OMPEACIICHHOW TOCIENOBATEIBHOCTH. JTa 3apaHee
oTpezieNieHHasl TIOCTIE0BATEIbHOCTh TTAKETOB HA3bIBACTCA MPOTOKOJIOM. Takke KaKAbli MakeT
MMeEEeT 3apaHee OINpECICHHBIA (POPMAT TaHHBIX, COAEP:KMMOE KE JTaHHBIX B KaKJIOM TaKeTe
ecTecTBeHHO pazHoe. Caaiig Ne 4.

B tene makera MOXeET COAEPKATHCA APYTOM MAKET, KOTOPbIA OTHOCUTCS K APYrOMYy HPOTOKOJY.
B 3TOM citydae roBopsT 0 ¢Teke NPOTOK0JI0B. CTEK IPOTOKOJIOB O3HAYAET, YTO MMAKETHI OJTHOTO
IIPOTOKOJIa KaK MAaTpEIIKH BJIOXKEHBI B TEJIO APYIMX NAKETOB APYroro IpoTokoia. MoXHO
CKa3aTh, YTO KAXKIbII MPOTOKOJI BBIIOJIHIETCS Ha ONPEICICHHOM YPOBHE CTE€Ka MPOTOKOJIOB.
JIuGo B Tene makera coACpPKUTCS HH(POpMaIus, paau KOTOpoi u co3nana cetb MuTepHeT. Takoii
nHpopmareir MoKeT ObITh, HAIPUMED, MTOYTOBOE COOOIIEHNE TN BEO-CTPaHUIIA ¢ KAaKOTO-TH00
caiita. IloTok nakeToB MeXAy OTIECIbHBIMU KOMIIBIOTEpPAMHU, KOTOpbIE IE€pelalTcs B
COOTBETCTBUM C OIPENEIECHHBIM IPOTOKOJIOM, HAa3bIBaeTCsi ceTeBbIM Tpadukom. [lakeTs
NEPEJAIOTCs OT OJHOIO0 KOMIBIOTEpPA K JAPYromMy 10 TE€X IOp, IIOKa HE JOCTUTHYT TOIO
KOMIIbIOTEpa (M TOW Mporpammbl), Ui KOTOPOrO OHHU IpeaHa3HaueHbl. KommbroTepsl, uepes
KOTOpble TMPOXOJAUT CeTeBOM TpaduK, Ha3bIBalOTCA MapupyTuzatopamu. Kaxmaeiid
MapLIpyTU3aTOp OOBIYHO OBIBAET COEIWHEH C HECKOJBKMMH KOMIIBIOTEpAaMU M MPUHUMAET
peleHre, KakoMy M3 3THX KOMIIBIOTEPOB IepeciaTh MakKeT, YTOObI B KOHEYHOM CYETe MaKeT
JOCTUT KOMIIBIOTEPA, I KOTOpPOrO OH IpeAHa3HayeH. OTOT MPOLECC Ha3bIBAETCS
mapmpyTuzanuei. Caaig Ne 5.

PaccMoTpuM OCHOBHBIE TOHSITHS, OTHOCSIIHECS K 3aluTe WHOOPMAIMU, U MX B3aMMOCBS3H.
Caaiig Ne 6.

Jrobas nabopmaIus 10DKHA KOMY-TO IPHHAIJIEKATh, KTO OyJeT 3a00TUTBCS O ee 3aluTe. JTa
uHbOpMaIUs NTOJDKHA OBITh ISl HErO BAXKHOM W IIEHHOW, WHAYe HE CTOUT €€ 3alUIaTh.
[ToaTOMy MBI TOBOPUM HE MPOCTO 00 MHPOpMaIHK, a 00 HHPOPMAIIMOHHBIX IIEHHOCTAX. Kpome
TOro, 3Ta I/IH(I)OpMaL[I/ISI JOJIKHA HpeIICTaBJ'DITB OHpCI[CHGHHBIfI I/IHTCpGC CIec Ojasd KOro-to, KTo
OyJIeT MBITATHCS MOJYYUTh K HEH JIOCTYI, HO KOMY COOCTBEHHHK MH(OpPMAIIMKA HE XOYET J1aBaTh



3Ty HH(OpPMAIUIO. DTOr0 YeIoBeKa (MM MPOrpaMMy, 3alyHICHHYIO 3THM YEJIOBEKOM) Oynem
Ha3bIBaTh HAPYIIUTEJIEM, aTAKYIOLIHM WJIH OTIITOHEHTOM.

Co0CTBEeHHMK ONpEIEseT MHOXECTBO HH()OPMAIMOHHBIX HEHHOCTEH, KOTOphIC IOKHBI
OBITH 3AIMIICHBl OT Pa3IMYHOTO PoJa aTaK. ATaku OCYIIECTBISIOTCS MPOTHBHUKAMHU WU
ONMOHEHTAMM, WCIOJIB3YIOIMUMH pa3JIMYHbIE YA3BUMOCTH B 3alUIIAEMBIX I[CHHOCTSIX.
OCHOBHBIMHU HapyIIEHUSIMU 0€30MACHOCTH SIBISIFOTCSI PACKPBITHE MH(OPMALIMOHHBIX [IEHHOCTEH
(moTepst KOH(PHUIECHITUATBHOCTH), WX HEABTOPH30BaHHAs MOMUUKANUS (TOTEPsT IEIOCTHOCTH)
WM HEaBTOPU30BAaHHAS MOTEPS AOCTYIA K STUM IIEHHOCTSIM (IIOTepsl JOCTYITHOCTH).

CoOCTBEHHUKH HH(OPMALIMOHHBIX I[IEHHOCTEM aHANIM3UPYIOT YA3BUMOCTH  3alMIAEMBIX
pPECYPCOB M BO3MOJKHBIE aTaKH, KOTOpPbIE MOTYT HMETh MECTO B JaHHBIX YCJIOBHsX. B
pe3ysibTaTe TaKOTO aHaju3a OIPEEISIOTCS PHCKHM IS JaHHOTO Habopa MH(OPMAIMOHHBIX
[IEHHOCTEeH. OTOT aHaJIu3 OINpeneiseT BBIOOP KOHTPMEp, KOTOpBIA 3a7aeTcs NOJMTHKOM
0e3omacHOCTH U OOECIEYMBACTCSI C TOMOIIBIO MEXaHH3MOB M CEPBHCOB 0€30IaCHOCTH.
CrnenyeTr y4uThIBaTh, YTO OTHEJIBHBIE YSI3BUMOCTH MOTYT COXPAaHMTHCA U IIOCJIE IPUMEHEHUS
MEXaHU3MOB U cepBUCOB Oe3onacHocTu. [lomuTrka 6€30MacHOCTH ONpPEENsieT COrJIaCOBAHHYIO
COBOKYIHOCTb MEXaHHU3MOB U CEPBUCOB O€30MaCHOCTH, aJEKBAaTHYIO 3aLUIAEMbIM [IECHHOCTSAM
U YCJIOBHSIM, B KOTOPOM OHU MCHOJb3YIOTCS.

Ha Puc. 1 moka3aHa B3aMMOCBSI3b PAaCCMOTPCHHBIX BBIIIC MOHITUH WHPOPMAIMOHHOM
0€30I1aCHOCTH.
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Boszmoorcnul 3n10ynompebnenus u/uau nospesicoenus

Puc. 1. BzanmocBsi3b OCHOBHBIX NOHATHI 0€30IIACHOCTH I/IH(l)OpMaIII/IOHHI)IX CHUCTEM

ByI[CM HCIIOJIb30BATh CJICAYIOIMUC TCPMHUHBI U ITOHATHA:

Caaiig Ne 7.Vazeumocms - cnaboe MeCTO B CUCTEME, C HCTIOJIB30BAaHUEM KOTOPOTO MOXKET OBITh
OCYILIECTBJICHA aTaKa.

Puck - BepoATHOCTb TOTO, YTO KOHKpETHasl aTaka OyJeT OCYIIECTBJICHa C HCIOJIb30BAHHEM
KOHKPETHOM YSI3BUMOCTU. B KOHEUHOM cuere, KaxKJasi opraHu3alus J0JKHA TPUHAThH pelleHue
0 JOMYCTHUMOM JJII HE€ YPOBHE pHUCKAa. DTO PELICHHE JOHKHO HAWTH OTPAKEHHUE B IMOJIMTHKE
0€30MaCHOCTH, IPUHATON B OpraHU3allly.

Honumuxa 6e3onachocmu - TpaBWila, AUPEKTHBBI U IPAKTUYECKUE HABBIKH, KOTOPBIE
ONpeNeNsIoT TO, Kak HH(GOpMAIMOHHbIE IIEHHOCTH 00palaThIBAalOTCS, 3aIIMIIAIOTCA U
pacIpoCTpaHsAIOTCA B OpraHU3aluu U MEXIy UH()OPMALIMOHHBIMU CUCTEMaMH; HA0Op KpUTEPUEB
JUIS IPEJIOCTABIIEHUS CEPBUCOB 0€30IaCHOCTH.

Caaiin Ne 8.4maka — moboe peiicTBue, Hapymarouee O0e30MacHOCT HHPOPMAIMOHHON
CHCTEMBI. ATakoW MOXET OBITh HE TOJBKO OTJAENBHOE ACHCTBHE, HO M TOCIIEI0BATEIHEHOCTD
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CBSI3aHHBIX MEXIy COOOH NEHCTBHIA, MCIONB3YIOMHX VA36UMOCMY TAaHHOH HH()OpMAIMOHHON
CUCTEMBI U MIPUBOJAIINX K HAPYIICHUIO HOIUMUKY 6€30NACHOCMU.

Mexanuszm besonacnocmu — IpOrpaMMHOE WIIN alllapaTHOE CPEJICTBO, KOTOPOE OMPEIEIIIEeT NN
MPEeIOTBpAIIaeT aTaKy.

Cepsuc 6ezonacHocmu — CEpPBUC, KOTOPHIA OOCECIEYMBACT 3a/1aBaEMyI0  IOJIUTHKOMN
0€30MaCHOCTH 3allUTy CHCTEM W IEpeJaBacMbIX JAaHHBIX, JIUOO OMpeAessieT OCYIICCTBICHHE
ataku. CepBHC NCTIOIB3YET OJMH WM 00JIee MEXaHU3MOB O€30MaCHOCTH.

3awmTta uHdopmaumnm B ceTAX

Caaiig Ne 9.

OCHOBHbIe ceTeBble aTaku

Caaiig Ne 10.B3zaumMospeiicTBue MO CETH O3HAUYAET, YTO CYIIECTBYET MH()OPMAIIMOHHBIA MOTOK
JAHHBIX OT OTIpaBUTENsA K moiydarento. OTNpaBUTENEM U TOJy4yaTeJeM B JaHHOM Cllydae
MOTYT SIBIATHCA KaK KOMIIBIOTEpPBI, TaK W OTHENbHBIE MPOTPaAMMBbI, 3alyIIEHHBIE HA 3THX
KOMITbIOTEpax.

OrnpaBureib IHoayuyaren

Puc. 2. Un(opManimoHHBbIH OTOK

Bce aTtaku MoxHO PasaACINTb Ha MACCUBHBIC U aKTUBHBIC.

L Ilaccuenas amaxka

[TaccuBHOW Ha3bIBae€TCS Takas araka, MPU KOTOPOM NPOTHBHUK HE HMEET BO3MOXKHOCTH
MOIU(HUIMPOBATEH MEpeaBacMble COOOIICHUSI U BCTABIATh B MHPOPMALMOHHBIA KaHAT MEXIY
OTIIPaBUTEJIEM U TIOJy4yaTesleM cBoU cooOuieHus. Llenpio maccuBHON aTaku MOXET ObITh TOJIBKO
NPOoCJIyIIHBAHNE NepeiaBaeMbIX COO0IIeHNI H aHATU3 TPpaduka.

OTtnpasureinb IHoayuyarein

IIpoTruBHNK

Puc. 3. IlaccuBHas ataka
IL. AKTHBHasl aTaKa
Chnaiinx Ne 11.AxTuBHOM  Ha3bIBaeTCs Takas araka, IpPU KOTOPOM NPOTUBHUK HMEET

BO3MOXXHOCTbH MOI[I/[(l)I/IIII/IPOBaTb nepeaaBaeMbie CO00IIIeHHS M BCTABJIATH CBOHU COOOIIEHH.
Pazauuarot CJICOAYIOIIUC TUIIBI AKTUBHBIX aTaK:

1. Ortka3 B o0cay:xxuBanun — DoS-araka (Denial of Service)

OrnpaBurejib —— Hoayuaresnb



Puc. 4. DoS-aTaka

Otka3 B OOCTy)XKMBaHWUW HapylIaeT HOpMajdbHOE (PYHKIIMOHHMPOBAHHME CETEBOrO cepBuca (B
naHHOM citydae [lomyuartens), korjna 3aKOHHBIN 110JIb30BATENb (B TaHHOM citydae OTHpaBUTENb)
HE MOXET MOJIYYUTh CETEBOM CEpPBUC.

2. Moandukanus nNoToKa JaHHBIX - aTaka ''man in the middle"

Monudukarysi TOTOKa MAaHHBIX O3HAYAeT JIMOO HM3MEHEHHE COACPKHMOIO IEepechlIacMoro
coo00I1eHus, MO0 U3MEHEHHE TTOPSAIKA COOOIICHUH.

OTtnpasureinb IHonyuyarein

IIporuBHHMK

Puc. 5. Ataka "man in the middle"

Caaiig Ne 12.

3. Co3nanue J10:xKHOT0 MOTOKA ((pajgbcupuranms)

Qanpcuduranus (HapylleHHe ayTEHTHYHOCTH) O3HAYaeT MOMBITKY OIHOTO CyOBEKTa BBIAATH
ceba 3a npyroro. B nanHoM cimyuyae OTnpaBuTenb HE IepelaeT HUKAKOro COOOLIeHHs, a
[IpoTuBHUK nbITaeTcs BbIAATH ceOst 32 OTnpaBUTENSL.

OrnpaBureiib MMoay4yareanb

IIporuBHMK

Puc. 6. Co3aaHue JIOKHOIO MOTOKA
4. IToBTOpHOE MCMOJIb30BAHME

[ToBTOpHOE UCIOIB30BAaHNE O3HAYAET MEPEXBAT JAHHBIX C MOCIECAYIOMIEN UX IEPECHUIKON uepe3
HeKkoTopoe Bpems llomyuaTento A MOMy4YeHHs] HECAHKIIMOHMPOBAHHOTO JIOCTyIMa — 3TO TaK
Ha3pBaeMasi replay-araka. Ha camom nene replay-ataku SIBISIFOTCS OJHHAM W3 BapHaHTOB
danbcudukanum, HoO B CUIy TOTO, YTO ATO OJUH W3 Hauboyee paclpoCTPAHEHHBIX BapHaHTOB
aTakd IS TIOJy4YeHHUS HECAaHKIIMOHUPOBAHHOTO JOCTYIA, €ro 4YacTO pacCMaTPHUBAIOT Kak
OTJICIbHBIN THIT aTaKH.

OTtnpasureinb IHoayuarein

IIporuBHNK

Puc. 7. Replay-araka



HCpC‘-II/ICJ'IGHHI:I@ aTaKu MOTYyT CyHIE€CTBOBAThb B JIFOOBIX THIIAX CeTCfI, a HC TOJBKO B CCTH
uHTepHeT. HO B CeTM MHTEpHET 3TM aTaku BCTPEUAIOTCS 4alle, MOTOMY 4YTO, BO-TIEPBBIX,
WHTEPHET CTaJl CaMOW PaclpOCTPAHCHHOW CEThI0, a BO-BTOPBIX, MPHU pa3pabOTKE MPOTOKOJIOB,
KOTOPBIC UCIIOJIB3YIOTCS B CETH MHTEPHET, TPEOOBaHUs O€30MACHOCTH HUKAK HE YUUTHIBAJIHCh.

CepBucbl 6e3onacHocTn

Caaiig Ne 13.[TepeuncianM OCHOBHBIE CEPBHUCHI 0€30MACHOCTH.

Konguoenyuanbnocms — npe1oTBpallieHNE MAaCCUBHBIX aTaK Ui MepeaaBacMbIX WIH XPaHUMBbIX
naHHblX. CepBUC KOH(PHIEHIIMANBHOCTH TMpeoOpasyeT MepeaaBaeMoe COOOLIEHHE TaKuM
o0pa3om, 4TOOBI HUKTO, KpoMme [lomydarens, He MOT TIOHSATH TepenaBaeMoe cooOmeHue. Jlis
BCEX OCTAJIBHBIX TEeperaBaeMoe COOOIIECHHE TOJKHO Ka3aThCsl CIydyallHbIM HAaOOpOM HyJel u
CAUHUII.

Aymenmuguxayus — TOATBEPKIECHUE TOro, YTO HHQOpPMAIMs MOTydeHa OT 3aKOHHOTO
Otnpasurens, u [lonydarens NeHCTBUTENBHO SIBISIETCS TEM, 3a KOro ceOs Bbliaer. B ciydae
nepenayd  €IMHCTBEHHOTO COOOIICHHS ayTEeHTHU(UKAIUs [OJDKHA TapaHTUPOBaTh, dYTO
MOJTyyaTesIeM COOOIIEHHUS SBISETCS TOT, KTO HY>KHO, U COOOIIEHHUE MOJyUYEHO U3 3asiBICHHOIO
UCTOYHHMKA. B ciydae yCTaHOBIEHHS COEIMHEHHMs, T.e. Koraa Mexay OtnopaButenemM u
[Tosrywarenem mepenaeT MOTOK COOOMIEHUH B 00e CTOPOHBI, UMEIOT MECTO JBa acmekra. Bo-
NEPBBIX, IPU WHUIHAIN3AIMNA COSTUHEHHS CEPBUC JIOJDKEH rapaHTUPOBATh, UTO 00a y4yacTHHKA
SABJIAOTCA Tpe6y€MI)IMI/I. BO-BTOpI)IX, CCPBUC OOJKCH TI'apaHTUPOBATH, YTO HAa COCAMHCHUC HC
BO3/ICHCTBYIOT TaKMM O0pa30M, YTO TPEThbS CTOPOHA CMOXET MACKUPOBATHCSA MO OJHY U3
JIeTaJbHBIX CTOPOH YK€ MOCJ€ YCTAaHOBJICHUS COSIMHEHMUS.

Llenocmnocms — CepBUC, TAPAaHTHPYIONIUH, YTO WHPOPMAIIHS TIPU XPAHEHUH WIIH TIepeade He
n3MeHmIach. CepBHC MOXET OTHOCHUTHCS K MOTOKY COOOIICHWH, €AMHCTBEHHOMY COOOIICHHUIO
WIN OT/CJIBHBIM TOJSIM B COOOIICHUH, a TAKXKE K XPAHUMBIM (ailjlaM ¥ OTIECIbHBIM 3aIHCIM
Gaiinos.

Caaiig Ne 14.Hesozmoorcnocms omkaza — HEBO3MOXHOCTb, Kak Juist Ilomywarens, tak u nms
OtnpaBurens, 0TKa3aThes OT GakTa nepenadn. Takum o0pa3om, Koraa cOOoOICHHE OTIPABICHO,
[Tomydarens MOXKeT yOeOUThCs, UTO 3TO CAenai JieralbHbli OTnpaBuTenb. AHATOTUYHO, KOTIa
cooOmienue mnpunuio, OTNpaBUTENh MOXKET  YOEOUTBhCSA, YTO OHO TOJYYEHO JIETaIbHBIM
[Tonyuarenem.

Koumpons docmyna — BO3MOKHOCTb OTPaHUYUTh U KOHTPOJIMPOBATH JOCTYI K KOMIIbIOTEpAM U
porpaMMaM o KOMMYHHUKAIIMOHHBIM JIMHUSM.

Jlocmynnocms — pe3yabTaTOM aTak MOXKET OBITh MOTEPSI WM CHIDKEHHUE JOCTYIMHOCTH TOTO WM
uHOrOo cepBHuca. JlaHHBI cepBUC TMpeAHa3HAu€H [ TOro, YTOObl MHUHHUMH3UPOBATH
BO3MOKHOCTh ocyIiecTBiaeHus: DoS-atak.

MexaHu3mMmbl 6e30nacHOCTH

Caaiix Ne 15.[1epeuncianm OCHOBHBIE MEXaHNU3MbI O€30M1aCHOCTHU:

Aneopummul  cummempuyHo2o  wu@posanus ~— —  KpUNTOrpapuuecKHe  alrOpUTMBbI,
npeHa3HaYeHHbIE 7151 IpeoOpa3oBaHusl COOOIICHUsI TAKUM 00pa30M, 4TOOBI HEBO3MOXKHO OBLIO
MOJIYYUTh HCXOJIHOE COOOIeHne 03 3HaHWUsA HEKOTOPOW JIOTOJHHUTEIBHOW WH(OpMAIINH,
Ha3blBaeMoOW KJIO4YOM. Takoe mpeoOpa3oBaHue Ha3biBaeTcss mu@poBanuem. ObpaTHOE
npeoOpa3oBaHue 3alMPPOBAHHOTO COOOIIEHUS B UCXOIHOE Ha3bIBaeTcs pacmugpoBanuem. B
ITHX AITOPUTMAaX JUIs MHUGPPOBAHUS U paclIM(PpPOBaHUS UCTOIB3YETCS OIUMH U TOT KE KIIOY,
MO3TOMY 3TH aJITOPUTMBI Ha3bIBACTCS CHMMETPHYHBIMH.



Aneopummpl acummempuuno20 wupposanus — KpUNTOrpapuueckiue aropuTMbl, B KOTOPBIX JIJIS
mudpoBaHus U paciin(poBaHUs HCIIONB3YIOTCS IBA Pa3HbIX KJIKHYa, Ha3bIBa€Mble OTKPBITHIM
U 3aKpbITHIM KJKYaMH, IPUYEM, 3HAA 3aKPbIThIH KJY, BBIYHUCINTH OTKPBITHIN
HEBO3MOKHO.

Xow-¢pynkyuu — xpuntorpapudeckue (YHKIMH, BXOAHBIM 3HAYCHHEM KOTOPBIX SIBIISCTCS
COOOLIeHNEe TPOU3BOJIBHOM JJIMHBI, @ BBIXOJHBIM 3Hau€HHEM - COOOIIEHHE (PUKCHUPOBAHHOU
JUIMHBL. X3HI-QpyHKIMK OO0NaNaloT pPsIOM CBOWCTB, KOTOpPBHIE IMO3BOJSIOT C  BBICOKOH 10yl
BEPOSITHOCTH ONPENEIATh U3MEHEHHE BXOAHOTO COOOILEHHS.

3awmuTta nHcpopmaumm npu ceteBOM B3auMmoaeucTBum

Canaiig Ne 16.be3omnacHoe cereBoe B3aMMOACWCTBHE B OOIIEM BHJIE MOXHO MpPEICTaBUTh
CJIEAYIOIUM 00pa3oM:

Tpembsi doeepeHHasi cmopoHa

- ~
- ~
-~ ~,

Omnpaeumenb ﬂony'-lamenb

HudopmanoHHbIl KaHAT

Coobwenue Coobwenue
—_——
CepBuc Cepsuc —
Cexpemnas 0e3omacHOCTH —ﬁ 0e3omacHOCTH Cexpemnas
ungopmayus | ungpopmayus
|
1
Cosnanue 1 BoccranoBnenue
3AIHIIEHHOTO 1 HCXOAHOTO COOOIICHUS
CO00IIEeHUS 1
1
lpomueHuk

Puc. 8. 3amura undgopmanum npu ceTeBoM B3aMMOAeHCTBUU

Coob1ienne, KOTopoe MepeaaeTcss OT OJHOTO YYaCTHHKA APYroMy, MPOXOAUT uyepe3 OoiblIoe
KOJINYECTBO JAPYTUX KOMIIBIOTEPOB C HCIOJb30BAHUEM OOJBIIOrO KOJMYECTBA IPOTOKOJIOB.
MoOXHO CcuyuTaTh, YTO YCTAaHaBIMBAaeTCs WHGOPMAIMOHHBIH KaHan oT OrtmnpaBuTens K
[Tonyuyaremro.  CepBuchl ~ 0e30macHOCTM  JOJDKHBI — o0ecredyuBaTh — 3allUTy  3TOrO
MH(POPMALMOHHOTO KaHaa OT BCEX THIIOB aTaK, NePEUYHCICHHBIX BBIIIIE.

CpencTBa 3aUThl HEOOXOIUMBI, €CIM TpeOyeTcsl 3alUTUTh MepelaBaeMyt0 HH(POPMALHUIO OT
INPOTUBHUKA, KOTOPBIH MOXET MPEACTABIATh YIPO3y KOHPHUIAECHIHMATBLHOCTH, ayTCHTU(DUKAINH,
LIEJIOCTHOCTH U T.I. Bce TeXHOMorum noBeleHust 6€30MacHOCTH UMEIOT J1Ba KOMIIOHEHTA!

1. OtHocutensHO Oe3omacHas nepenada MHGOPMAIMH, UCTIONB3Ys MM(POBaHUE, IPU KOTOPOM
COOOIIIEHNE  M3MEHSETCS TaKHUM 00pa30M, YTO MPOTUBHUKY KAXKETCS CIIydailHBIM HaOOpoOM
Hyneid u eawnHmil. UM, BO3MOXHO, B cOOOIICHHE MOOABISIIOTCS NaHHBIC i O00ECIeUYCHHUS
IIEJIOCTHOCTH COOOIIEHUs, T.€. JaHHBIE, KOTOpPBIe M03BOJIsOT [lomydarernto ¢ O0bIIoN qoen
BEPOATHOCTH ONPEEIIHUTh, 9TO COOOIICHIE HEe OBLIIO U3MEHEHO.

2. Hexortopas cexperHas wH(popmaius, paszaensieMas 0OOMMH YYaCTHHKAMH W HEM3BECTHAs
NPOTUBHHUKY, KOTOpast UCMIOJIB3YETCs s IU(PPOBaHUS COOOIICHHUS.

Kpome TOro, B HEKOTOpBIX Ciydasx mias  obOecriedeHus Oe30mMacHOW mepenadd ObIBaeT
HeoOxonuma Tpetbst [losepennas Cropona (Third Trusted Party - TTP). Hampumep, Tpetbs
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CTOpPOHA MOXKET OBITh OTBETCTBEHHOH 3a pacnpeesicHHe MEX/Ty TBYMs YYaCTHUKAMU CEKPETHOU
UHpOpMaLUU, KOTopass He cTaja Obl JOCTyNHAa NPOTUBHUKY. JIMOO TpeTbs CTOpOHA MOXKET
UCIIONB30BAaThCSA  JUISl  PEUIEHMs] CIOPOB MEXKIY JIByMsS YYaCTHUKAMH OTHOCHUTEIBHO
JIOCTOBEPHOCTH MEPEaBAEMOT0 COOOILEHHUS.

W3 nanHO 00mIel MOJENN BBITEKAIOT TPH OCHOBHBIE 33/1a4H, KOTOPbIE HEOOXOAMMO PEIIUThH
npu pa3paboTKe KOHKPETHOTO cepBHca O€30MaCHOCTH:

1. PaspabGorare amroputrm mmppoBaHUs/paciinpOBaHUS IS BBHIMOJIHEHUS O€30MacHON
nepeaayd MHPOpMALUU. AJTOPUTM JOJDKEH OBITh TakUM, 4YTOOBI NPOTUBHUK HE MOT
pacumdpoBaTh nepexBaueHHOE COOOIIEHNE, HE 3HAsI CEKPETHYI0 HH(POPMAIIHIO.

2. CozpaTb CeKpeTHYI0 MH(OPMAIHIO, UCIOIb3YEMYIO aJITOPUTMOM IU(POBAHUSL.

3. PaspaboTath mMpOTOKOJ 0OMEHA COOOIIEHUSAMH /IS PACTIPECICHUS pa3IesieMON CEeKpPETHOM
UHPOPMALIUU TaKUM 00pa30M, YTOOBI OHA HE CTalla M3BECTHA MPOTUBHUKY.

3awmuTta MHPOPMALMOHHON CUCTEMBbI

Caaiig Ne 17.]Ipyroii, oTHOCSIIEHCS K 3aIIUTe HHPOPMAIK CUTYalluH, SABISETCS oOecrieueHue
0€30MMaCHOCTH HEKOTOPO MH(POPMAITMOHHON CHCTEMBI, K KOTOPOH HEOOXOIUMO MPEIOTBPATUTH
HeXenaTenbHbI  goctym. OOIIyr0 cxemMy OTHX CHUTyaluid MOXHO MPOUJUIIOCTPUPOBATH
CJIeTyIOIIAM 00pa3oMm:

Hapyumurens: HNudpopmannonnas
Xakepbl, cucremMa:
Bupycsl, K o,
TVII
Yepeu. anai 10CTyHa JlanHble.
Cmopooicesast Brympennue cpedcmea
ynxyus 3auumol

Puc. 9. Mogean 6e3onacHocTH HHPOPMALMOHHON CHCTEMbI

Xakep, KOTOPBIM IBITAETCS OCYLIECTBUTh HE3aKOHHOE ITPOHUKHOBEHUE B CUCTEMBI, JIOCTYIIHBIE
[0 CETH, MOXKET IIPOCTO IOJIy4YaTh YAOBOJBCTBUE OT B3JI0MA, a MOXET CTApaTbCs IMOBPEIUTH
UHPOPMALMOHHYIO CHCTEMY W/WIHM BHEAPUTH B Hee YTO-HUOYIb Il CBOMX Iieneil. Hampuwmep,
LIEJIBIO XaKepa MOXKET ObITh OJTY4YeHHE HOMEPOB KPEIUTHBIX KapTOUEK, XPAHAIIUXCS B CUCTEME.

JpyruM THIIOM HEXENaTeIbHOro JOCTYIA SIBISIETCS Pa3MEIEHUE B BBIUYMCIUTEIBLHOW CHCTEME
4yero-i10o, 4YTO KakKUM-TO 00pa3oM H3MeHseT paboTy mporpaMM B KommbioTepe. Takum
0o0pa3oMm, CyIIEeCTBYET JIBa TUIA aTaK:

Joctyn xk mHGOpMAIUU C LENBI0 MONYyYeHUS WIH MOAU(PUKALIUU XPAHSIIMXCS B CHUCTEME
NAHHBIX.

ATaxa Ha cepBUCHI, YTOOBI IOMEIIATh MCIIOJIb30BaTh UX WIM HAPYIIUTh UX padoTy.
Bupycsl u uepBu - npuMepsbl OI00HBIX aTak.

CepBI/ICBI 6630HaCHOCTI/I, KOTOPBIC TPCAOTBpAIIAOT HeXeJlaTeIbHBIN AOCTYII, MOKHO pa36I/ITB Ha
ABC KaTCropuu:

[lepBasi kareropus ompenensercss B TEPMUHAX CTOPOXKEBOW (PyHKIMH. DTH MEXaHU3MbI
BKJIIOYAIOT MPOLEAYpbl BXOJa, OCHOBAHHBIE, HAlpUMEpP, Ha HCIIOJIB30BAHUU NApOJIsl, YTO
MO3BOJIAET Pa3pelIuTh AOCTYN TOJBKO ABTOPH30BAHHBIM II0JIB30BATEISAM. OJTH MEXAaHU3MBI
TaKXKe BKJIIOYAIOT pa3IMyHbIe MEeKCeTeBbIe 3KpaHbl (firewalls), KOTopble MpeIOTBpaIIalOT aTaKH,
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H, B YAaCTHOCTH, HO3BOJIAIOT TMPCAYNPCKAATh INMPOHUKHOBCHUC qepBeﬁ, BUPYCOB, a TaKKC
npeaoTBpamarb Apyrue HOI[O6HLIC aTaKH.

Bropass smHUS  OOOpPOHBI  COCTOMT W3  pPa3NUYHBIX  BHYTPEHHHUX  MOHHTOPOB,
KOHTPOJIUPYIOLIUX JOCTYII U aHATU3UPYIOIUX JEATEIbHOCTD 0JIb30BATEIICH.

OnHMM M3 OCHOBHBIX MOHATHM mpu oOecriedeHHH 0e30MmacHOCTH MH(OPMALMOHHON CHUCTEMBI
SBIISIETCA TOHATUE asmopuzayuu — ONpeAeJeHUEe U TPEeAOCTaBICHHE IIpaB JOCTyNna K
KOHKPETHBIM pPecypcaM WM POrpaMMaM.

AnroputmMmbl cCUMMeTPUYHOro wunudgppoBaHuaA

Caaiig Ne 18.PaccmoTpuM 00111y10 cXeMy CUMMETPUYHOM, WK TPAAULIMOHHOM, Kpunrorpaduu.

OOwmumii Kirro4

K
Hexopoe Am(bpowﬂﬂoe coolmieHue Hexonwoe
cooO1IEeHHE C cooneHnIe;
P Anzopumm Aneopumm
wugposanus —————> pacuu@poganus = ——

Puc. 10. O6mas cxema CHMMETPUYHOT0 IIU(PPOBAHUS

B mnpomecce mmmdpoBaHUsS HCMOIB3YETCS ONPEACICHHBIN alropuT™M IH(GPOBAHHUS, Ha BXOJ
KOTOPOMY TOAI0TCSI HCXOAHOE He3amm(poBaHHOE COOOIICHUE, Ha3bIBaeMoe Takke plaintext, u
K04, BeIXogoM anropuTma sBIsSETCS 3amr(pPOBaHHOE COOOIICHHWE, HA3bIBAEMOE TaKkKe
ciphertext. Kirou sBiisieTcss 3HaYeHHMEM, HE 3aBHCAIIMM OT MUPPYEMOrO COOOIICHHUS.
H3meneHue kiro4a J0KHO MPUBOIUTH K H3MEHEHHIO 3aIIU(POBAHHOTO COOOIICHUSI.

3amudpoBaHHOe  coollieHHe — mepenaercs — noiydaremo. Ilomywarens  mpeoOpasyer
3amm(poOBaHHOE COOOIICHHE B HMCXOAHOE HE3aMM(POBAHHOE COOOIICHHE C IOMOIIBIO
anropuT™Ma pacmm@poBaHHS M TOTO JK€ CaMOro KII0Ya, KOTOPBIH HCIIONB30BAJICS TIPH
mudpoBaHUH.

be3omacHocTh, oOecreunBaeMasi TPaIUIIMOHHOW KpunTorpaduei, 3aBUCUT OT HECKOJIbKHX
(daxTopoB.

Bo-nepBbix, kpuntorpadudeckuii anropuT™M IOJDKEH OBITh JOCTaTOYHO CHIIBHBIM, YTOOBI
nepeaaBaeMoe 3ain(ppoBaHHOE COOOLICHHE HEBO3MOXHO ObUIO pacumdpoBarh 0e3 Kioua,
UCTIONB3YS TOJIBKO Pa3IMYHbIE CTATHCTUYECKHE 3aKOHOMEPHOCTH 3aIIM(POBAHHOTO COOOIICHUS
WIN KaKkue-Iubo Ipyrue CrocoObl €ro aHaiu3a.

Bo-BTophIX, 0€30macHOCTh MEpeaBacMOro COOOLICHMS JIOJDKHA 3aBHCETh OT CEKPETHOCTH
KJII04a, HO HE OT CEKPETHOCTH alropuTMma. AJNTOPUTM JOJDKEH OBITh MPOAHATU3HPOBAH
CHelHMaIUCTaMK, 4TOObl HCKIIOYHUTh HAJIM4YUE CIaObIX MECT, NPU KOTOPBIX IJIOXO CKpbITA
B3aMMOCBSI3b MEXJy He3alM(poBaHHBIM M 3alIM(PpPOBaHHBIM coobmeHusaMu. K tomy ke mpu
BBITNIOJTHCHUH 3TOTO YCJIOBHSA MPOM3BOAMTEIN MOTYT CO3[aBaTh JCIIEBHIC AIllIapATHBIC YMIIBI U
CBOOOJTHO PacCIpOCTpaHsIeMble IPOrpaMMBbl, peaTU3yIoIUe JTaHHbBIH aJrOpUTM MH(PPOBAHHUS.

B-TpeTpux, anroput™M JOJDKEH OBITH TAaKUM, YTOOBI HENb3S OBUIO Y3HATh KIIOY, AaXe 3Has
JIOCTAaTOYHO MHOro map (3amudpoBaHHOE COOOIIEHHE, He3alU(PpPOBaHHOE COOOIICHKE),
HOJYYEHHBIX MPH MH(POBAHNH C UCTIONH30BAHNEM JaHHOTO KITI0Ya.

AJNTOPUTMBI CUMMETPHUYHOTO IH(POBAHUS PA3INYAIOTCS CIIOCOOOM, KOTOPBIM 00pabaThIBaeTCs
HCXOJIHBIN TeKCT. Bo3MoxHO mudpoBanue 610kaMu Wi mMHA(PpPOBaHUE TOTOKOM.
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brnok TekcTa paccMaTpuBaeTCs KaK HEOTPHLATENIBHOE LEJIOE YHCIO, JIMOO KaK HECKOJIBKO
HE3aBUCHMBIX HEOTpHULATEIbHBIX IIeNbIX uucen. JlmuHa Oioka Bcerna BbIOMpaeTcss paBHOU
CTETIeHH JBOWKH. B OoibpIIMHCTBE OJOYHBIX alNTOPUTMOB CHMMETPUYHOTO IIH(PPOBAHUS
UCIIOJIB3YIOTCS CIEAYIOIIME TUIIBI ONICPALIANA:

- TabnuuHasi MOACTaHOBKA, NMpPU KOTOpPOW rpymmna OUTOB OTOOpakaercs B JPYTryro
rpymniy OUTOB. DTO TaKk Ha3bIBaeMble S-box.

- [Tepemernienne, ¢ TOMOIIBI0 KOTOPOTO OUTHI COOOIICHUS TIEPEYIIOPSIOUUBAIOTCS.
- Omnepanys cioxeHus mo Moayo 2, obo3navaemas XOR wiu @.

- Onepanusi CJI0KEeHHSI 10 MOIYJTIO 232 i o MO/TYJIEO 216

- [{uxmueckuii CABUT Ha HEKOTOPOE YUCIIO OUTOB.

OTH omepanuy LUKIUYECKH MOBTOPSIOTCS B ajropuTMe, oOpasysl TaKk Ha3bIBaeMbIe PayHJbI.
Bx010M Ka)x/1oro payHza sBISETCS BBIXOJ MPEIBIYIIETO payHAa U K04, KOTOPBIH IMOyYeH 110
OTIpe/IeJICHHOMY aIrOpUTMY U3 Kitoya mudpoBanus K. Kirou payHaa Ha3pIBaeTCsl OJKIIOUOM.
Kaxxnprit anroput™ mudpoBaHUsS MOXKET OBITh TIPEACTABIICH CIEAYIONTIM 00pa3oM:

HcxonHoe He3amm(ppoBaHHOE COOOIICHHE

{

Paynn 1l |==— Tlogxmou K|

f

PesynbraT mm¢posanus 1-ro payHua

Pesynbrat mmdposanus N-1 payHna

{

Payua N |~— TTogkmrou Ky

f

3ammppoBaHHBII TEKCT

Puc. 11 . CTpykTypa anropurMa CMiMMeTPHYHOT0 IIU(POBaAHUS

Xaw-pyHKUMN

Cnaiig Ne 19.Xom-¢yHknueid HazpiBaeTcss (YHKIHS, C TOMOIIBI0 KOTOPOH TOJTy4aeTrcs
naipkecT (WM XAMI-KOJ) COOOIIeHus, T.€. OJIOK JaHHBIA (PUKCHPOBAHHOMN JUIMHBI, KOTOPBIN C
0OJIBIIION BEPOSITHOCTBIO OYIET IPYTUM JJIsi IPYTOTO COOOIIEHUS. DTO TO3BOJISIET UCIIOJIH30BAThH
BBIUMCJICHHBIN XOII-KOJ B Ka4eCTBE JaiKecTa COOOIECHUS.

Kpuntorpadumsa ¢ OoTKpPbITbIM KITHOHYOM

TpeboBaHuMA K anropuTMmamMm acCMMMeTpU4HOro wnudpoBaHusA

Caaiig Ne 20.Co3nanue aaropuTMOB aCUMMETPUYHOTO MIM(POBAHUS SIBJISAETCS BETHMUYANIINM H,
BO3MOYHO, €TUHCTBEHHBIM PEBOJIFOLIMOHHBIM JOCTHKEHHUEM B UCTOPUU KpUIITOrpaduu.

ANTOPUTMBI aCUMMETPUYHOTO HIM(POBAHMUS, HA3bIBAEMBIE TAKXKE AITOPUTMAMHU C OTKPBITHIM
KJII04YOM, MPUHLMIHAIBHO OTJIMYAIOTCA OT AalIrOPUTMOB CHMMETPUYHOIO IIHU(POBAHUS.
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[udpoBaHre ¢ OTKPHITHIM KIIOUOM SIBISETCS aCUMMETPUYHBIM, MOCKOJBKY HCIOJB3YET JBa
pasNMYHBIX KIOYa JUIs MUGpoOBaHUS M paciiuppoBaHMs, B OTJIMYHE OT CHUMMETPUYHOIO
mmdpoBaHusi, B KOTOPOM JUTsl IKA(POBAHUS U PacIIM(PPOBAHUS HCIIONB3YETCS OAMH U TOT )K€
KJIIOY.

B pe3ynbrare 3TOro anropuTMbl C OTKPBITHIM KIOYOM ropa3zio 0oJiblie OCHOBaHbI Ha CBOMCTBaxX
MaTeMaTUYeCKUX (YHKLUH, 4YeM aJrOpUTMbl CUMMETPHUUYHOTO IIU(POBaHMS, UCHOIb3YIOIIUE B
OCHOBHOM TOJIBKO ON€pallii MOACTAaHOBKU M nepeMelieHus. [IpumeHeHue AByX Kitouel nMeeT
Ba)XHbIE CJEJICTBUS B TakuUX 00JacTAX, KaK ayTeHTU(UKAIMs, paclpelesieHHe Kioda U
KOH(UAEHIINATIBHOCTb.

AnropuT™sl UGPOBAHUS ¢ OTKPBITHIM KIIFOYOM pa3padaThIBAINCh AJIs TOrO, YTOOB! PELIUTH JBE
HanOoJiee TPyAHbIE 3a/1a41, BOSHUKIIHUE ITPH UCTIOIH30BAHUU CUMMETPUIHOTO IH(PPOBAHHUS.

[lepBoit 3amaueit sBIsiETCS pacmperefieHHe Kioda. [Ipy CUMMETpUYHOM MIU(PPOBAHUU
TpeOyeTcst, 9ToObI 00€ CTOPOHBI YK€ HMETTH OOIINI KITF0Y, KOTOPBIH KaKMM-TO 00pa3oM J0KEH
OBITh UM 3apaHee Mepe/iaH.

Bropoii 3amaueit siBnseTcss HEOOXOIUMOCTh CO3/IaHUS TAKUX MEXaHU3MOB, MPHU KCIIOIH30BAHUU
KOTOPBIX HEBO3MOKHO OBLIO OBbI MOJAMEHUTH KOTO-IH0O0 U3 YYACTHUKOB, T.€. HYXKHA IHU(poBas
noanuchk. Ilpu uHCHONB30BaHUM CETE B KOMMEPUYECKMX W YAaCTHBIX IEJSIX JJICKTPOHHBIC
COOOIIIEHUSI U IOKYMEHTHI JOJDKHBI UMETh SKBUBAJICHT MOJIKUCH, COJEpsKalieiicss B OyMaXKHBIX
nokymeHTax. Heobxommmo co3maTh METON, TIPU HCIOJIB30BAHMH KOTOPOTO BCE YYACTHUKH
OynyT yOexXAeHbI, YTO NEKTPOHHOE COOOIIEeHNE ObUIO OCTaHO KOHKPETHBIM YUACTHHUKOM.

Cnaiig Ne 21.JIpn ommcaHWM CHUMMETPUYHOTO MIU(PPOBaHHA M MIHM(PPOBAHUS C OTKPHITHIM
KJII04oM Oy/eM HCIONIb30BaTh CIEAYIONIyI0 TepMUHONoruo. Kitod, ucrnonb3yemblii B
CUMMeTpHYHOM mmdpoBanuyu, OyneM Ha3bIBaTh CEKPeTHBIM KJIWYOM. J[Ba Kioya,
UCIIOJIb3yeMble IPU MIH(PPOBAHUU C OTKPBITHIM KJIIOUOM, OyZIeM Ha3bIBaTh OTKPBITHIM KJIHOYOM
U 3aKPBITBIM KJKYOM. 3aKpBITBIA KIIOY JEPKHUTCA B CEKpeTe, HO Ha3blBaTh €ro OyaeM
3aKpBITHIM KJIFOUOM, a HE CEKPETHBIM, YTOObI N30€KaTh IMyTaHHILIbI C KIFOYOM, UCIIOJIb3YEMbIM B
CUMMETPUYHOM IK(POBaHUH. 3aKpBITHINA K04 Oyem o6o3HauaTh KR, oTkpbIThIif Kitoy - KU.

Bbyaem nmpeanosnarate, 4To BCE YYAaCTHHKH MMEIOT AOCTYIN K OTKPBITHIM KJIIOYaMm JApYr Apyra, a
3aKpBITHIE  KJIIOYM  CO3JAIOTCS  JIOKAJIBHO  KaXJbIM YYaCTHUKOM M, CJI€IOBaTEIbHO,
pacnpenensTbes He AOKHBI.

B mo0oe BpeMs y4yaCTHHK MOXET HM3MEHHTh CBOM 3aKpbITBI KIIOY U OMyOJIMKOBAaTh
COCTaBJISIIOLLUIA Mapy OTKPBITHIN KIIF0Y, 3aMEHUB UM CTapbIil OTKPBITHIA KITIOY.

TpeboBanus1, KOTOPBIM JIOJKEH YIOBIETBOPSTH AITOPUTM MIM(PPOBAHUSA C OTKPHITHIM KIIIOUOM:
1. BprYuciuTenbHO JIeTKO co3/aBath mapy (oTkpbIThid ki KU, 3akpeiTeiil kiou KR).

2. BplunMCIMTENBHO HEBO3MOXKHO, 3Hast OTKpHITHIHN Kimtod KU, onpenenuts 3akpbiThiil ko4 KR.

OcHOBHbIe cnocoObl UCNOSNIb30BaHUA anropmTtmoB C
OTKPbITbIM KIMHO4YOM

OCHOBHBIMU CHOCOGaMI/I HCIIOJIb30BAHUA QAJITOPUTMOB C OTKPBITBIM KIHOYOM  ABJIAAKOTCA
mudpoBaHue/pacppoBaHme, CO3IaHUE U TPOBEPKA MOAMMCH U 0OMEH KJTI0Ua.

IIn¢ppoBanue ¢ OTKPBITHIM KIIFOUOM COCTOUT U3 CIEAYIOIIUX [IaroB:
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oTKpbIThIN K0y KUy,

3akpbIThlid Kitou KRy,

IMoan3oBaTesn A IMoab3oBatens B
Hlugposanue Pacwugposanue
——

Exu[M] Diro/M]
HezammdposanHoe 3awugposannoe HezammdposanHoe
coobmienne M coobuenue coobmenne M

Puc. 12. lllndpoBanue ¢ OTKPBHITHIM KJIOYOM

. Tlonp3oBatens B co3maer mapy kiroueit p U b, UCTOJB3YEMBIX JIJISl MIH(POBAHUS U
1. II B KUy u KRy,
pactmdpoBaHUs IepeaaBacMbIX COOOICHHIH.

2. Tlonmp3oBatens B nemaer OOCTYNMHBIM HEKOTOPBIM HAaJEXKHBIM CIIOCOOOM CBOHM KirOY
m@poBanus, T.e. OoTKpbIThI Kitou KUy CocraBnstonmii napy 3akpbiTeiii kmod KRy
JEPIKUTCS B CEKPETE.

3. Ecmu A xoder nocnate coobuienne B, oH mmdpyer coodienne, HCrob3ys OTKPBITHIN KITI0Y
B KU,

4. Korga B nonyuaer cooOrienue, oH pacuu@pyeT ero, UCIob3yst CBOM 3akpbIThiid K04 KRy,
Huxkrto npyroii He cMoxkeT pacimm@poBaTh COOOIIEHHE, TaK KaK 3TOT 3aKPBITHII KIII0Y 3HAET
TOJBKO B.

Ecnmu monp3oBatenh HaJGKHO XPAHUT CBOWM 3aKPBITHIN KIIFOY, HUKTO HE CMOXKET MOJCMOTPETh
nepeaaBaeMble COOOIICHHUS.

Caaiig Ne 22.Co31aHue H NPOBEPKA MOANMUCH COCTOUT U3 CIAEAYIONINX [IAroB:

oTKpbIThIH K104 KU,

3akpbIThIN KoY KRy

/

IMoan30BaTen A Tloab30BaTeb B
Cozoanue noonucu Ilposepxa noonucu
—— ——
EKRa[M] DKUa[Ml
Ucxomnoe Hcxoonoe coobwenue Hcxonnoe
coobmenne M U NOONUCH coobiienne M

Puc. 13. Co3nanue u npoBepKa MoANUCH

1. Tlomb3oBatens A cozmaer mapy kimoueii KRa u KU,, ucnonb3yembix uisi co3gaHusi u
NPOBEPKH MOIIUCH TIEPEIaBaEMBbIX COOOIICHUIA.

2. llonp3oBaTenb A genaeT JOCTyHHBIM HEKOTOPHIM HAJEKHBIM CIOCOOOM CBOH KIIIOY
npoBepku, T.e. OTKpbIThIA KiI04 KUa. CocraBmsrommii napy 3akpbITbil kmod KRy
JIEPIKUTCSL B CEKPETE.

3. Ecau A xouer mocnaTh moamnmcaHHoe coobOmieHue B, oH co3maer moamuck Exgra[M] mis
ATOTO COOOIIEHUS, UCTIONB3YS CBOM 3aKpBIThINA K04 KR4.
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4. Korga B nonydaer moamucanHoe cooOIlieHne, oH mpoBepsieT noanuch Dkgua[M], ucnons3ys
oTkpbIThid KM04 A KUa. HukTo Apyroit He MoxkeT moamucaTh COOOIIEHHE, TaK KaK 3TOT
3aKpPBITBIN KITIIOY 3HAET TOJIBKO A.

Jlo Tex mop, MOKa MOJIb30BaTelIb HANEKHO XPAHUT CBOM 3aKPBITHIM KITIOY, €ro MOAMUCU
JIOCTOBEPHBI.

KpOMC TOro, HCBO3MO>KHO U3MCHUTD COO6H_IGHI/IC, HC UMECA JOCTYIIA K 3aKPbITOMY KIIHOUY A; TEM
caMbIM 00eCIIeUnBaeTCs aYTGHTI/I(l)I/IKaIII/If{ " IECJIOCTHOCTh JAHHBIX.

B namem cnywyae mnoamuceiBaercs Bce coobOmieHue. bonee 3ddekTMBHO MOAMKMCHIBATH
HEOOJBIION OJOK JaHHBIX, KOTOPBIM 3aBUCHUT OT cooOmieHus. Takod OJIOK Ha3bIBaeTCs
ayTeHTU(UKATOPOM M O0NaJaeT TaKUM CBOWCTBOM, YTO Malieiiliee H3MEHEHHE COOOIIEHUs
MIPUBOIUT K U3MEHEHUIO ayTeHTH(GuKaTopa. Eciu Takoi ayTeHTH(UKATOP MOAIMUCATH 3aKPBITHIM
KIIOYOM OTIpaBHUTENs, TO Takasg nudpoBas NOAMUCH oOecrmeynBaeT ayTEeHTH(PHUKAIUIO
OTIIPABUTEJIS U LEIOCTHOCTh COOOIIEHUSI.

BaxHO mMOMYEpKHYTh, YTO OIMCAHHBI TIPOLECC CO3MAHMS IMOANHCH HE O00eCIeYHBaeT
KOH(DUACHIIMAIBHOCTh. JTO O03HAa4YaeT, YTO COOOIIEeHHEe, TMOCIAaHHOE TaKUM CIIO0COOO0M,
HEBO3MO)XHO M3MEHUTh, HO MOKHO MOJACMOTPETh. JTO OUEBUAHO B TOM Clly4yae, €CJId MOJIMHUCh
OCHOBaHA Ha ayTeHTH(UKATOpE, TaK KaK caMo COOOIIeHue mepeaaercs B sBHOM Buze. Ho maxe
€CITM TIOATNMCHIBACTCS BCE COOOICHHE, KOH(UACHIMATBHOCTh HE O00ECHeuMBAeTCs, TaK Kak
11000 MOKET pacinpoBaTh COOOIIECHHIE, UCTIONB3YS OTKPBITHIN KIIFOU OTIPABUTEIIS.

OO0MeH KiII0Yel: JB€ CTOPOHBI B3aUMOJEHCTBYIOT JUIsl OOMEHA KJIIOUYOM CECCHUH, KOTOPBIH B
JaTbHEHIIIEM MOYKHO HCIIOJIB30BATh B AITOPUTME CHMMETPUYHOTO MIU(PPOBAHHS.

HGKOTOpBIC AJITOPUTMBI  MOXKHO HCIIOJIb30BaTb BCEMH TPEMSL CHOCO6aMI/I, Apyruc Moryrt
HCIIOJIB30BAaThLCA OJHUM UJIU ABYMA crocodaMu.

LUndpoBas nognucob

AyTeHTH(HKAIHSA C TTOMOUIBIO MApOJIs WM OOIIET0 CEKpeTa 3allfIIAeT JIBYX YYaCTHHKOB OT
HapymuTens. OfHaKo Takas ayTeHTH(UKaLKs He 3alllMIIaeT yYaCTHUKOB JPYyT OT Apyra, TOrAa
KaK U MEXAy HHMH TOKE€ MOTYT BOSHHKATh OIPEJIEICHHbBIE (POPMBI CIIOPOB.

B cutyanuu, xorna o6e cTOpOHBI HE AOBEPSIOT APYT APYTy, HEOOXOIUMO HEYTO OoJbllee, YeM
ayTeHTU(UKAIKUS HAa OCHOBE OOMIeTO cekpeTa. BO3MOKHBIM pelieHHeM IMOJA00HON MpoOIeMBbI
ABIIIETCS UCTOJb30BaHUEe mHdpoBoit moamucu. [ludpoBas mnoxamuck AoMKHA 00JaAaTh
CIEQYIOIUMH CBOMCTBAMH:

1. L[I/I(l)pOBaH IoAIMMUCh AOJIZKHA 3aBHUCCTh OT IOAIIMCBIBACMOI'O COOGH_IGHI/IH.

2. lludposas TOAMUCH IOJKHA HCIIOJIB30BaTh HEKOTOPYIO YHHKAIBHYIO HH(POPMAITUIO
OTIPaBUTEIIA.

CoznaBaTh IUGPOBYIO MOAMUCH TIOJDKHO OBITH OTHOCUTEIBHO JIETKO.
4. JIomKHO OBITH OTHOCHUTEIBHO JIETKO MPOBEPSTH IIUPPOBYIO MOITHCh.

JlomkHO OBITHh HEBO3MOXKHO MMOJIENATh IMUPPOBYIO TOINUCH KaK CO3JaHHUEM HOBOTO
cooOIeHusl IS cyllecTByIomel nudpoBod MOANUCH, TaK M CO3JaHHEM HOBOU
(POBOI TIOITUCH JIJISl CYIICCTBYIOIIETO COOOIICHUSI.

6. Ilonmuce nomkHa ObITH IpOBepsieMa TPETbel CTOPOHOM JUIsl pa3pelleHus CIIOPOB.

Takum o0Opa3oM, nu¢ppoBas TMOANMUCH OOECIIEYMBACT AYTCHTU(MUKAIMIO OTIPABUTEIS U
IIEJIOCTHOCTH TIePeJaBaeMOro COOOIICHUSI.

XE)IH-(i)YHKIII/Iﬂ, noanucCaHHast 3aKPBITbIM KIIIOUOM OTIIPAaBHUTCIIA, YAOBJICTBOPACT
MEPCUNCIICHHBIM Tpe6OBaHI/I$IM.
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UHdpacTpykTypa OTKpbITOro Kntoya

Caaiig Ne 23.01auM 13 TpeOOBaHHM K anropuTMaM MUQPPOBON MOIMUCH SBJSIETCS TpeOOBaHUE,
YTOOBI OBIIO BBIYMCIUTEIBHO HEBO3MOXHO, 3Hast OTKpbITHIN Kkitou KU, onpenenuTs 3aKpbIThIi
kmou KR. Kazamock 0w, oTkpbIThIH Kiatod KU MOXHO pacmpocTpaHsaTh MO HeOe30MacHbIM
CeTSM M XPaHUTh B HeOE30MacHbIX XpaHwiumax. Ho mpu 3ToM cieayer MOMHHTB, YTO HpHU
UCIIOJIb30BaHUU U(POBON MOANUCH HEOOXOJUMO OBITH YBEPEHHBIM, YTO YYACTHUK, KOTOPOTO
MBI ayTEeHTU(HUIMPOBAIH C TIOMOIIBIO MTPOBEPKH IU(PPOBOI MOIIHUCH, SABISETCS COOCTBEHHHUKOM
COOTBETCTBYIOIIETO 3aKPBITOTO KJIt04ya. B MpOTHBHOM cilydae BO3MOKHA aTaka, KOT/la ONIOHEHT
3aMEHSIET OTKPBITBINA KJIIOU 3aKOHHOT'O YYaCTHUKA CBOMM OTKPBITHIM KJIFOYOM, OCTaBUB IIPU 3TOM
UACHTU(DUKATOP 3aKOHHOTO YYacTHHKA 0e3 M3MEHEHUs. DTO MO3BOJIUT €My CO37aBaTh MOANUCU
OT UMEHH 3aKOHHOT'O YYAaCTHHUKA U YUTATh 3aIIM(POBAHHBIC COOOIICHUS, TOCIAaHHBIE 3AKOHHOMY
YYaCTHUKY, UCHOJB3YS UL 3TOTO CBOM 3aKpBITBIA KIIOY, COOTBETCTBYIOIIMN MMOJAMEHEHHOMY
OTKpbITOMY Kitouy. JIig npenoTBpalleHHsT TakKoOHM CHUTyalluM CJEIyeT HCIOJIb30BaTh
cepTuduKaTsl, KOTOpBIE ABISAIOTCA CTPYKTYpPaMH JIaHHBIX, CBSA3BIBAIOIIMMHU 3HAYEHUS] OTKPHITOTO
KIo4a ¢ cyObekroMm. Jlias  CBA3BIBaHMA HEOOXOIMMO  HalU4uWe JIOBEPEHHOTO
ceprudukarmonHoro 1meHrpa (Certification Authority — CA), KoTopblii mpoBepseT
UICHTUQHUKAIMIO CyOBEKTa ¥  MOJNMHUCHIBAET €ro  OTKPBITBI K04 W HEKOTOPYIO
JOTIOJTHUTEIbHYI0 HH(DOPMALIMIO CBOUM 3aKPBITHIM KIIOYOM.

Heabo PKI siBasieTcsi mpeaocTaBjieHHEe [OBEPEHHOI0 M AeHCTBUTEIBLHOI0 OTKPBLITOrO
KJIHYa Y4YacTHMKA, a TaK:Ke YyIpaBjieHHMe BCEeM >KM3HEHHBIM IHKJIOM cepTU(HKaTa
OTKPBITOI0 KJII0Ya.

OcHoBHbIM TIOHSATHEM HHDpacTpykTypbl OTKphITOro Kittoua siisieTcst monsiTue ceprudukara.
Ceprudukar yyactHuka, co3gannslii CA, UMeeT cleIyIomne XapakKTepUCTUKN:

1. JIro6oif yuyaCTHUK, UMEIOIINI OTKPBITHIN Kitoud CA, MOKET BOCCTAHOBHTH OTKPBITHIN KITIOU
y4acTHHKa, 17151 kotoporo CA co3nan cepTudukar.

2. HukTto npyro#, kpome MaHHOTO CepTU(PHKAIMOHHOTO LIEHTPa, HE MOXET MOAUMUIIUPOBATH
ceptudukat 6e3 0OHapYKEHUS 3TOTO MPOBEPSIONICH CTOPOHOM.

Yame Bcero ucrnonbdyercs: popmat cepruduratoB X.509, XOTsI CyIIeCTBYeT JOCTATOYHO MHOTO
ceptudukatoB Apyrux GopmMaToB.

MexceTeBble 3KpaHbl

Caaiin Ne 24.MexceTeBble JKpaHbl  SIBIISIIOTCS  anmapaTHBIMU ~ yCTPOMCTBAMHU  WIIM
MPOrPaMMHBIMH CHCTEMaMHU, KOTOPBIC pa3pelialoT WU 3alpellaloT MPOXOKICHHE CETEBOTrO
Tpaduka MEXIy CETSIMH C pa3InYHbBIMU TpeOoBaHUAMH K Oe3omacHocTH. YacTto B ceTH
OPEINPUATHS CTaBAT MEXKCETEBbIE SKpaHbl Uil OrpaHHuYeHHs TpaduKa W3 U BO BHYTPEHHHM
ceTd, oOpabarpIBaroIre HHGOPMAIIHIO PA3HOTO YPOBHS CEKPETHOCTH, TAKYIO Kak OyXrajaTepckas
uHpopmanuss uiau uHpopMmauus O 3akazyukax. CTaBsg MEKCETEeBBIE SKpaHbl JIi KOHTPOJIS
COCIMHEHUIN € 3TUMHU OO0JIACTAMHU, OpraHU3alks MOXKET MPEeJAOTBPATUTH HEaBTOPU30BAHHBIN
JIOCTYTI K COOTBETCTBYIOIIUM CUCTEMAaM U pecypcaM BHYTPU CEKPETHBIX 00acTe.

Caaiing Ne 25.0mHUM W3 crOCOOOB CpaBHEHHUS BO3MOXXHOCTEHW Ppa3HBIX THUIIOB MEXKCETEBBIX
HKPAHOB SIBJISETCS YKa3aHUE YPOBHEU B CTEKE MPOTOKOJIOB, KOTOPbIE JAHHBIN THUIT MEXKCETEBOTO
9KpaHa MOXET aHaJIU3UPOBATh.

Crek npotokosioB ceTh IHTEpHET UMEET CIeAYIONNE YPOBHHU:

HasBanue ypoBHsa | Jl;1g 4ero oH npeaHa3Ha4eH
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[IpukiagHoit B Tene mnakera coaepxkutcs uHOpMalus, paad KOTOPOW U
co3zaBanachk ceTb MIHTEepHET. DTO MOTYT ObITh, HAIpUMEP, TOUYTOBBIE
COOOIICHNS WII CTPAHHIIBI CAlTOB.

Tpa"cropTHBII B Ttene makera COAECPKUTCA IAKET IPUKIALHOTO YPOBHA, a B
3arojIOBKE€  COACPKUTCS  aApec  MpPOrpaMMbl, I KOTOPOH
IpeJHAa3HaueH NakeT. OJTO TaK Ha3blBa€Mblil MOPT. A TakXke B
3aroJIOBKE COJAEP)KUTCSI BCE HEOOXOIMMOE Ul HAJEKHOW TOCTaBKU
nakeToB. J[ocTaBKa Ha3bIBae€TCA HANIEIKHOM, €CIIM HU OJUH IIAKET HE
OyZIeT OTepsH.

CereBoii B Ttene makera coaep)KUTCS MakeT TPAHCIOPTHOIO YPOBHS, a B
3aroJIOBKE aJpec KOMIbIOTEpa, ¢ KOTOPOTO OTIIpaBJEH NaKeT, U
aJpec KOMIIbIOTE€pa, KOTOPOMY TMpeAHa3HAYeH MakKeT. JTO TakK
Ha3bIBaeMble [P-anpeca.

CoBpeMeHHbIE MEXCETEBbIE HKpaHbl (YHKIMOHMPYIOT Ha JIOOOM W3 3TUX YpOBHENl.
[lepBoHauanbHO MEXKCETEBbIE OHKpaHbl aHATU3UPOBAIM MEHbIIEe YHCIO YpOBHEH; Oomee
MOIIHBIE MEXCETEBble JKpaHbl OXBAaTHIBAIOT Oojbllee 4uCiIO ypoBHEH. C TOUKM 3peHHs
(YHKIMOHAJIBLHOCTH MEKCETEBOM SKpaH, MMEIOIIUH BO3MOXKHOCTh aHAIM3UPOBATH OOJIbIlEe
YHCIIO YPOBHEH, sBIsETCS 00jee COBEPIIEHHBIM U (PPEKTUBHBIM. BO3MOXXHOCTH OXBaThIBATh
JIOTIOJTHUTENIBHBIN YPOBEHb TaKXKe YBEIMYMBACT BO3MOXKHOCTH 0o0Jiee TOHKOW HACTPOMKH
KOH(UIypalu MEXCETEeBOro 3KpaHa. BO3MOXKHOCTh aHaIM3UpOBaTh 00Jiee€ BBICOKHUE YpPOBHHU
MIO3BOJISIET MEKCETEBOMY J3KpaHy IIPEIOCTaBIATH CEPBUCHI, KOTOPHIE OPHUEHTUPOBAaHBI Ha
NOJIb30BATENsl, TaKMe KakK ayTeHTH(UKalus Noib3oBaTess. MexceTeBOM HKpaH, KOTOpBIH
aHAU3UPYeT CETeBOM M TPAHCHOPTHBIM YpPOBHHM, HE MOXKET BBIOJHHUTH ayTEHTH(UKALNIO
II0JIb30BATENS.

MHorue MeXCeTeBble OJKpaHbl TakKe HWMEIOT pa3iUYHble TEXHOJIOTUW  (UIbTpanuu
COJIEPKUMOI'0 TPHUKIAJHOIO ypoBHA. Hampumep, MekceTeBOW 3KpaH MOXKET CKaHHpPOBAaTh
MPUCOEAMHECHHBIE K TIOYTOBOMY COOOIICHHIO (aiinbl Ha Hanwuue BUPYcoB. OH Takke MOMKET
HCIIOJIB30BAThCA s (UiIbTpalluu HanboJiee OMACHBIX TEXHOJIOTHM CO3[aHus TaK HAa3bIBAEMOIO
JUHAMHYECKOTO COACPKUMOro caToB. VmM OH MOXKET OBITh HCIIONIB30BAaH Jsl (pUIbTpanuu
COJIEPKUMOTO MJIM KJITFOUYEBBIX CIIOB JAJII OTPAHUYEHHUS JOCTYIIA K HEMOAXOAIINM CaliTaM.

MakeTHble pUNbTPLI

Caaiin Ne 26.[1lepBbrii pa3paGoTaHHBIA THIT MEXKCETEBOTO JKpaHa HA3bIBAETCS MAKETHBHIM
¢uneTpoMm. [ ykazaHus Toro, Kakoi Tpaduk clieayeT MpoIycKaTh Yepe3 MaKeTHbIH QUIbTp, a
KaKOW 0TOpachIBaTh, UCTIOJIB3YIOTCS CIICIMATbHBIA HA0OP MpaBHII.

Bnavane nmaketHsle (UIBTpBl paboTaay TOJIBKO HAa CETEBOM YpOBHE. B Hacrosiee Bpems Bce
nakeTHble QUIBTPHI TAK)KE aHATU3UPYIOT U TPAHCTIOPTHBIN YPOBEHb.

[TaketHsle GuUIBTPHl (QUIBTPYIOT CeTEeBOW TpaduK, OCHOBBIBasCbh Ha OMNpPEIeICHHBIX
XapaKTEepPHUCTHKAX 3TOro Tpaduka.

[TaketHple (UIBTPHI MOTYT OBITH peaJM30BaHbl B CICAYIOMIMX KOMIIOHEHTaX CETEBOM
UHOPACTPYKTYPHI:

- MapupyTusaTtopsl, KOTOpbIE€ CTOSIT HA TPAHULIE CETH.

- OnepalOHHBIE CUCTEMBI.

- IlepconanbHble MEKCETEBBIE IKPAHBI.

OCHOBHBIM IPEUMYIIIECTBOM MAKETHBIX (PHIIBTPOB SABIISETCS UX CKOPOCTb.
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[TakeTHBIM (QUIBTpaM MPUCYIIU OINpENETICHHbIE HENOCTaTKU. Tak Kak MakeTHble (UIbTPHI HE
aHAJM3UPYIOT JaHHbIe OoJiee BHICOKMX YPOBHEH, OHM HE MOTYT MPEAOTBPATUTh aTaKH, KOTOphIE
UCIOJB3YIOT YSI3BUMOCTH, cneuu@uuHble 1 nporpaMmbl. Hampumep, makeTHbll (GUIBTp HE
MOET OJIOKUPOBaTh KOHKPETHbIE KOMaHJbl NMPOrpaMMBbl; €CIIU MAaKETHBIH (UIBTP paspelaer
TpaduK U IpOTrpaMMBbl, TO BCE KOMaH/Ibl, JOCTYITHBIC JaHHOW TIpOorpaMMe, Oy Iy T pa3peIieHBl.

MexceTeBble JKpPaHbl And otTaesfibHOro KoOomMmnbroTEepa

MeskceTeBble SKpaHbl Pealn30BaHbl BO MHOTHX OMNEPAIMOHHBIX CHCTEMaX; B YaCTHOCTH, OHU
MOTYT HCIIOJIb30BaThCS TOJMBKO JIJIsi oOecreueHus: 6€30MacHOCTH KOMIBIOTEpa, HA KOTOPOM OHU
(GYHKIIMOHUPYIOT.

Hpeumymecmea MeHCCemeBblX IKPAHOE6, 3auiuiiaroniux COUHCMBECHHDLIL Komnbiomep:

— IlporpammMbl Ha cepBepe 3allMIIEHBI Jydllle, 4YeM eciau Obl OHU BhIMonHsuMCh Ha OC, He
UMEIOIEH MEeXCETEeBOro 3KpaHa, 3alMINAIOIIero JaHHbI KOMIBIOTEP; CEPBEPHI JTOJIKHBI
OBITh XOPOIIIO 3AIIMIICHBI, H HE CIEAYET MPEAINOoIIaraTh, YT0 OHU HE MOTYT OBITh aTaKOBaHbI
TOJILKO ITOTOMY, YTO OHM PACIIOJIOKEHBI 110331 OCHOBHOI'O MEKCETEBOI0 3KpaHa.

— BrimogHeHHE MEKCETEBOTO 9KpaHa Ha OTACIbHOM KOMIIBIOTEPC HE ABIACTCA HCO6XOI[I/IMI)IM
yCJIIOBUEM IJIsA obecneueHnst 0€30MacHOCTH CCPBCPA; MEXKCETEeBOM 9KpaH, 3au11/1ma10mm71
TOJBKO I[aHHLIfI KOMIIBIOTCP, AJOCTATOYHO XOPOLIO BBIITOJHACT (bYHKIlI/II/I obecrneueHUs
0€30I1aCHOCTH UIMEHHO 3TOI'0 KOMIIBIOTCPA.

- IlporpammHoe obecrniedueHne, peaNn3yroniee MEXKCETEBOM OKpaH JUisi €IUHCTBEHHOTO
KOMIIBIOTEPa, OOBIYHO TIPEJOCTABISIOT BO3MOXKHOCTH  YIPABICHUS JOCTYIOM  JUIS
OrpaHHueHusl Tpapuka K U OT CEPBEPOB, BBHIMNOJIHSIIOUINXCA HA TOM K€ KOMIIbIOTEpE. XOTs
MEXKCETEBbIE SKPaHbl JUIsl €AUHCTBEHHOIO KOMIIBIOTEpA MEHEE MPEANOUYTUTENbHBI B CIyyae
OompmIoro Tpaduka U B OKPYKEHHUSX C BBICOKHMH TPEOOBAHHMSIMH K OC€30TMACHOCTH, IS
BHYTPEHHUX CeTeil HeOOIbIINUX 0(UCOB OHU 00ECTIEUNBAIOT a/IEKBAaTHYIO0 OE€30MaCHOCTh MPH
MEHBIIIEH IICHE.

Heoocmamok mesriccemeenbix IKpaHOs, 3aujuniarouiux €OUHCMBECHHDbLIL Komnbiomep:

— Kaxnaplii Takol MEXCETEBOM IKPaH TOJHKEH aIMUHUCTPUPOBATHCS CAMOCTOSITENBHO, U MOCTIE
ONPENIETIEHHOTO KOJMYECTBA CEPBEPOB C MEKCETEBBIMU SKpaHAMHM ISl €AUHCTBEHHOTO
KOMITBIOTEPA JIETYE M JIELIEBIIE INPOCTO Pa3sMECTUTh BCE CEPBEPHI M0O3aJHM BBIIECIECHHOIO
MEXKCETEBOI0 SKpaHa.

MNepcoHanbHbIe MeXceTeBble 3KPaHbl U NepCcoHarnbHbIe
YCTPOMCTBA MeXCeTeBOro 3KpaHa

Obecniedyenne 06E30MACHOCTH TEPCOHAIBHBIX KOMIBIOTEPOB JIOMa WJIM B MOOWJILHOM BapHaHTE
ceiiuac CTaHOBHUTCS CTOJb K€ BaXKHBIM, KaK W oOecrieueHue Oe30MacHOCTH KOMIBIOTEPOB B
oduce; IOMAIIHHME IIOJIH30BATEIH, MOJKIoUaomuecss mo dial-up k mpoBaiinepy, MOTYT
O6CCHC‘-II/ITI> 3alIUTy C HOMOIIBIO HCGOHBH_IOI‘O MCIKCCTCBOI'O JKpaHa, AOCTYIIHOI'O WM. 910
HE00XO0IMMO, MMOTOMY YTO MPOBalAECp MOKET UMETh MHOTO PA3JIMYHBIX MOJUTHK OE€30MaCHOCTH,
HC BCCTJIa COOTBCTCTBYIOIIUX HYXKJAAM KOHKPCTHOI'O MOJIL30BATCIIA. Tem CaMbIM, NICPCOHAILHLIC
MEXCETEeBbIE DKPaHBI pa3pabaThIBAIOTCS sl OOECTeUeHHs 3aIlUThl YAAJCHHBIX CHUCTEM U
BBITIOJTHAKOT BO MHOT'OM T€ K€ CaMbI€ Q)YHKI_[I/II/I, qTOo U 60HLH_II/IG MCIKCCTCBBIC OKPAHLI.

OTH TpOrpaMMHBIE MPOIYKTHI OOBIYHO PEaM30BaHbI B OJHOM M3 JIBYX BapHaHTOB. [lepBwIii
BapHaHT NpEACTaBIsieT co0oil Personal Firewall, KOTOpBI MHCTAIUTUPYETCS HA 3aIUIIAEMYIO
CHCTEMY; TEePCOHALHBIC MEKCETEBBIC IKPAHBI OOBIYHO HE MPEIIOJIAraloT 3alIUTy KaKUX-JIH00
JIPYTHX CHUCTEM WM pecypcoB. boiee Toro, mepcoHallbHBIE MEKCETEBbIE dKpaHbl OOBIYHO HE
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o0ecreunBaroT yNpaBiIeHUE CETEBBIM TPAPHUKOM, KOTOPBII MPOXOAUT Y€pe3 KOMIIBIOTEP — OHU
TOJILKO 3aLUILAIOT CUCTEMY, Ha KOTOPOI OHM MHCTAJUIMPOBAHBI.

Bropoii BapuaHT Ha3bIBAETCS YCMPOUCHEOM NEPCOHANLHO20 MEHCCEMeB020 IKPAHA, YeH MOIX0
Ooiee MOXO0X Ha TPaJUIMOHHBIA MEXCETeBOM SKpaH. B OoNbIIMHCTBE ciydaeB ycTpoiicTBa
NEPCOHAIIBHOTO MEKCETEBOT0 3KpaHa pa3padaTbiBalOTCs I 3alUThl HEOOIBIINX CETEH, TaKUX
KaK JOMallHHE CEeTH. OTH YCTpOIHCTBa OOBIYHO BBINOJHSIOTCA HAa CHELUATU3MPOBAHHON
anmnaparype U UMEIT HEKOTOpbIE IPYyTrue KOMIIOHEHThI CETEBOM apXUTEKTYpPhl B JOMNOJHEHUE K
caMOMy MEXCETEeBOMY 3KpaHy.

Y106cTBO ynpaBieHHsS YCTPOHCTBOM WJIM TIPOTPAMMON SIBISIETCS BaXKHBIM (DakTOpoM IpH
OLICHKA WJIM BBIOOpE TMEPCOHATBHOTO MEXKCETEBOrO ADKpPaHa W YCTPOHCTBA IMEPCOHAIBLHOTO
MEXKCETeBOr0 dKpaHa. MneanpbHO, KOTAa ympaBieHHE IMO3BOJSIET peain30BaTh OIMPEICICHHYIO
TIOJIMTUKY OE€30MacCHOCTH Ha BCEX CHUCTEMax, KOTOpbIC MPUCOCAMHSIOTCS K ceTH. [loaTomy
yIpaBICHWE TIEPCOHAIBHBIM MEXKCETEBBIM JSKPAaHOM JIOJDKHO OBITh TI0 BO3MOXXHOCTH
[ICHTPAIN30BaHO.

Mpokcu cepBep NPUKNagHOro ypoBHS

Caaiig Ne 27.IIpokcuM NpUKIaIHOTO YPOBHS SBISIOTCS 0o0Jiee MOIIHBIMU MEXCETEBBIMU
9KpaHaMH, KOTOpble KOMOMHHUPYIOT yIpaBJI€HUE JOCTYIIOM Ha HHM3KOM ypOBHE C
(YHKIMOHAIBHOCTBIO MPUKJIATHOTO YPOBHSI.

AyTeHTH(HKAIHS TTOTB30BATENSI MOKET HIMETh MHOTO ()OpPM, HaIpuMep, TaKue:
e AyTeHTH(UKALNA C TOMOUIbIO HACHTU(UKATOPA M10JIB30BATENSA U MAPOJIS.
e AyTeHTH(]HKALHNS C TOMOLIBIO allapaTHOro Openka.
e AyTeHTH(UKaINA [0 aAPECy UCTOUHUKA.
e buomerpuueckas ayTeHTUDUKALIMSL.

MexcereBble SKpaHbl MPHUKIAJHOTO YPOBHS HMMEIOT MHOIO MPEUMYIIECTB IO CPAaBHEHHUIO C
HaKeTHBIMH (PUIBTPAMH.

Ilpeumyuwecmea npoxcu cepeepoe nPUKIAOHO20 YPOBHA:

— TIpokcu cepBep MMEET BO3MOXKHOCTBH BBINOJIHATh ayTEHTH()HKALUIO MoJib30oBaTens. Yacto
CYIIECTBYET BO3MOXHOCTh YKa3bIBAaTh CIOCO0 ayTCHTH(HUKAIIUH TIOJIH30BATEIIS, KOTOPBIMA
SBISICTCS. ~ MPEINOYTHTENBbHbIM.  [IpHKIagHBIE  MPOKCH  WUMEIOT  BO3MOXKHOCTB
ayTeHTU(UIIUPOBATH CaMUX TIOJL30BATEJICd B MPOTHBOIIOJIOKHOCTh MAKETHBIM (PHIIBTPaM,
KOTOpPBbIE OOBIYHO MPOBEPSIOT TOJIBKO aJpec CETEBOTO YPOBHS, C KOTOPOTO TMPHINEN ITaKeT.
OTU ajpeca CETEBOTO YPOBHS MOTYT OBITh JIETKO TOAMEHEHBI 0€3 OOHApYKEHHUs ITOTO
MaKeTHBIM (DHIBTPOM.

— Tak xak BO3MOKHOCTH ayTeHTH(UKAIIUN HAa NPUKIAJHOM YPOBHE, JIydlle ayTeHTH()HUKALNH,
BBITNOJIHAEMON MAaKETHBIMU (PUIIBTPaMH, TO MPUKIIAAHbIE IPOKCH MOTYT OBITh ClIeIaHbl MEHEe
ySI3BUMBIMU JIJIS1 aTaK MOJAEIKU ajpeca.

— MexceTeBble SKpaHbl NPUKIATHOTO YPOBHS OOBIYHO HMMEIOT OOJbIIE BO3MOXKHOCTEH
aHAIM3MPOBATh BECh MAKET, a HE TOJIbKO CETEBBIC ajpeca U mopThl. Hampumep, oHU MOTYT
OTIpeEATh KOMaH/AbI U JaHHbIE, CIeIM(PUUHbIC ISl KaXKI0M MPOrpaMMBbl.

Bonee pasButas (QyHKIMOHATHHOCTh MPHUKIAJHOTO TIPOKCH HMEET TaKXKe HECKOJIBKO
HEJ0CTaTKOB 110 CPAaBHEHUIO C MAKETHBIMU (PUITBTPAMHU.

Hedocmamku npokcu cepeepoé RPUKIAOH020 YPOGHA:
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— Tak kak MPUKIAAHBIC ITPOKCHU «3HAIOT O ITAKCTC BCC», MEXKCETEeBOM OKpaH BBIHYKICH TPATHUTb
MHOTO BpPEMEHHM Il YTEHHsS M WHTEPIpeTaluy Kaxmoro mnakera. [lo 3Toil mpuunHe
MMPUKIAAHBIC ITPOKCHU OOBIYHO HE noAXoadAT AJjid ImporpaMm, KOTOPbIM H€06XO)II/IMa BBICOKAas
IPOITyCKHAsl CIOCOOHOCTD, WIIM MPOTPaMM peajbHOro BpeMeHH. [l yMEHbIICHUS 3arpy3KH
MCIKCETCBOI'O 3KpaHa MOKCT UCII0JIb30BATbCA BBII[GHGHHBIﬁ IMPOKCH CCPBCP AJIA obecrieyeHnst
0€301acHOCTH MEHEee YYBCTBHTEJIBHBIX KO BPEMEHH CEpPBHCOB, TakMX Kak e-mail u
0O0JIBIIMHCTBO BEO-TpaduKa.

— JlpyruM HEeIOCTaTKOM SIBJISIETCS TO, YTO MPUKIIAJAHBIE TPOKCH 00pabaThIBAIOT OTpaHHUYEHHOE
KOJMYCCTBO CCTCBLIX IMPOrpaMm M MNPOTOKOJIOB U HE MOT'YT aBTOMATHYCCKU NOAACPKHNBATH
HOBBIE CETEBBIC MTPOTPAMMBI M POTOKOJBI. J{JIs1 Ka)XA0r0 MPHUKIAIHOTO MPOTOKOIA, KOTOPKIiA
JIOJDKEH TPOXOJIUTh 4YEepe3 MEKCETeBOW HSKpaH, HEOOXOIUM CBOM TIPOKCH CEpBep.
BonpmmHCTBO TpOM3BOAUTENEH MPHUKIAIHBIX MPOKCH TMPEJOCTABISIOT OOIIUN MPOKCH
CCPBCPp I MOAACPIKKHU HCU3BCCTHBIX CCTCBBIX MNPOTpaMM HJIUM IMPOTOKOJIOB. OI[HaKO 9TOT
00Nl MPOKCH HE UMEIOT OOJIBIIMHCTBA MPEUMYIIECTB MPHUKIAIHBIX MPOKCH, KaK MPABUIIO
OH IIPOCTO NepeaacT Tpauk yepe3 MeKCETEBOM IKPaH.

OKpyxeHne MexceTeBOoro aKpaHa

Opr)KeHI/Ie MCIKCETCBOI'0 3KpaHa MABJIACTCA TCPMHUHOM, HUCIOJB3YCMbIM [IJid OIIMCAHUA
MHOXECTBa CHCTEM W KOMIIOHEHT, HWCIOJB3yEeMbIX ISl MOIICPKKH (YyHKIIHOHHUPOBAHHUS
MEKCETEBOrO JKpaHa B KOHKpPETHOW ceTH. [IpocToe OKpyKEHHE MEKCETEBOrO JKpaHa MOMKET
COCTOATHh TOJBKO W3 MakeTHOro (uiibTtpa. B Oosee ciokHOM u 0€30MacCHOM OKPYKEHHH OHO
MOJKET COCTOSTh U3 HECKOJIbKHX MEKCETEBBIX KPAHOB U MPOKCU CO CIECIHATBLHONW TOMOJIIOTHEH.
PaccMOTpuM BO3MOKHBIE CETEBBIC TOMOJIOTHH, HCIOJIb3yeMble B KauyeCTBE OKPYKCHHU
MEKCETEeBOT0 DKpaHa.

NMpUHUMNBLI NOCTPOEHUSI OKPYXKEHUSA MEXCEeTeBOro aKkpaHa

Cy1iecTByeT YeThIpe MPUHITUTIA, KOTOPBIM HEOOXOAUMO CJICJIOBATH:
1. IIpocrorta (Keep It Simple)

JlaHHBI TPUHIMI TOBOPUT O TEPBOM M OCHOBHOM, O 4YeM HAJ0 MOMHHUTH NpU pa3pabOTKH
TOTIOJIOTHH CETH, B KOTOPOH (PYyHKIIMOHUPYET MeXKCeTeBOM 3kpaH. BaxkHo mpuHuMaTh Hanbolee
IpOCThIe pelieHusi, Oosiee O€30MacHBIM SBJSIETCS TO, YEeM JIerde YNpaBiATh. TpyIHO
MOHMMaeMble (YHKIIMOHAIBHOCTH YaCTO MPUBOIUT K OLIMOKAM B KOHPUTypaLIUH.

2. Ucnoab30BaTh YCTPOMCTBA MO HA3HAYEHUIO

Hcronp30BaHne CETEBBIX yU[‘pOﬁCTB AJI1 TOrO, AJid 4€ro OHU NMEPBOHAYAJIBHO MPEAHAa3HA4YalIuCh,
B JAHHOM KOHTCKCTC O3HA4YaCT, YTO HC CIACAYCT ACTIATh MCIKCCTCBLIC 3KpPAaHbl U3 060pyz[013aH1/151,
KOTOPOEC HE MPCAHA3HAUCHO IJIA UCIIOJb30BaAHUA B KAYCCTBEC MEKCETCBOI'O SKpaHa.

3. Co3naBaTbh 000pOHY BIi1y0Ob

O6opona BriyOb O3HA4YaeT CO3/IaHWE HECKOJBKHUX YPOBHEH OOOPOHBI B MPOTHBOIMOJIOKHOCTH
HaJIMYUKO CAWUHCTBCHHOI'O YPOBHH. He CJICAyCT BCHO 3allUTy O6CCHC‘-II/IBaTL HNCKIIHOYUTCIIBHO
MEKCETEBBIM KPAHOM.

4. Ynensitb BHUMaHUE BHYTPEHHUM YIpo3am

Hakonen, ecin ynenars BHUMaHUE TOJBKO BHEIIHUM yIrpo3aM, TO 3TO NPUBOAUT B TOMY, YTO
CEThb CTAHOBUTCS OTKPBITOW JUIsl aTak M3HYTpU. XOTA 3TO U MaJOBEPOSITHO, HO CIEAYeT
paccMaTpuBaTh BO3MOXHOCTb, YTO HAPYLIMTENb MOXKET KaK-TO OOOWTH MEKCETEBOH 3KpaH U
HOJY4YUTh CBOOOMY AEWUCTBHM JUIsl aTak BHYTPEHHHMX WJIM BHEIIHUX cucTeM. ClieZoBaTeNbHO,
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Ba)KHBIC CHCTEMBI, TAKME KaK BHYTPEHHHE BeO- MM e-mail cepBepa mim (GUHAHCOBBIE CUCTEMBI,
JIOJKHBI OBITH pa3MeIleHbl 103311 BHYTPEHHUX MEKCETEBbIX SKPaHOB.

B kauecTBe nTOra MOKHO 3aMETHUTb, YTO BBIPAXKEHHE «BCIO 3aILUTY MOXHO B3JIOMaTh» OCOOECHHO
OPUMEHUMO K IIOCTPOEHHIO OKpYKEHHH MexceTeBoro »skpaHa. [Ipu pa3BepThIBaHMU
MEKCETEBBIX SKPAHOB CJEAYET IOMHUThH O MEPEUNCICHHBIX BBIIIE MMPaBUIaX MPU ONPEICIICHUN
OKpY)KEHUH, HO B KaXJIOM Clyyae MOI'yT HMMETb MECTO CBOM COOCTBEHHbIE TpeOOBaHMI,
BO3MO>KHO TpeOYIOIINEe YHUKAJIbHBIX PEILICHUH.

OdemunutapusoBaHHble (DMZ) cetun

Caaiin Ne 28.B OOJBIIMHCTBE CIy4aeB OKPY)KEHHE MEKCETEBOIO0 HSKpaHa o00pa3yeT Tak
HaspiBaeMyro DMZ cerp unm cetb AeMWINTApU30BaHHOU 30HBI. DMZ cerhb SBISIETCA CETHIO,
pAacoOJIOKEHHON MEXKITY JBYMS MEKCETEBBIMU SKPAHAMHU.

WHmepHem

T

[NakeTHb1i GUIBLTP
MapupyTH3aTopa
l DMZ cetb
OcHOBHOI1 Cepsep, [TouToBBIH cepBep
MEXCETEBOU DKpaH co/ieprKalIvi caiThbl

l

JlokanbHas 3awuwjeHHass cemb

Puc. 14 Ilpumep okpyxeHHs MexceTeBOro 3kpana ¢ DMZ-cerbio

DMZ cern mpenHa3Ha4eHbI IUIsl PACIIONOXEHUS CHCTEM M PECypcoB, KOTOPHIM HEOOXOINM
JOCTYTI TMOO TOJBKO M3BHE, TUOO TOJIBKO U3 BHYTPH, JTUOO U U3BHE, U U3HYTPH, HO KOTOPbIE HE
JOJDKHBI OBITH pa3MelIeHbl BO BHYTPEHHUX 3aIIMILEHHBIX CETSAX. JTO CBA3aHO C TEM, YTO
HUKOT/Ia HEJb3s FapaHTHPOBATh, YTO 3TH CHCTEMBbI U pECypchbl HE MOTYT ObITh B3noMmaHbl. Ho
B3JIOM 3THX CHCTEM HE JOJDKEH AaBTOMATHMYECKM O3HA4aTb JOCTYI KO BCEM BHYTPEHHUM
CUCTEMAM.

DMZ cetn co3maroTcst MEXKIy IBYMSI MEXKCETEBBIMU dKpaHaMH. Pa3MelleHrne KOMIBIOTEPOB, K
KOTOpPBIM HEOOXOIWM JOCTyn u3BHE, B DMZ ceTu yMEHbIIAaeT BEPOSTHOCTH TOTO, YTO
yAaJieHHBIC aTaKyroIIue OyOyT MMETh BO3MOXHOCTh HCIIOJIB30BaTh ITH CEpBepa B KadecTBE
TOYKHM BXOJla B JIOKaJIbHbIE ceTU. Kpome Toro, pazmenieHue Takux KoMneotepoB B DMZ cetsix
MO3BOJISIET MEKCETEBBIM AKPAHAM CIIYKUTh JOMOJIHUTEIBHBIMUA CPEACTBAMU JIJII KOHTPOJIS MPaB
JIOCTYTIA MOJb30BATENEH, KOTOPBIE MOJYyYaOT AOCTYI C UCHOJIB30BAHUEM 3THUX KOMIIBIOTEPOB K
JIOKaJIbHOM CETH.
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Cucrtembl OOHapyXeHus1 BTOpXeHus - Intrusion
Detection Systems (IDS)

Chaiinx Ne 29.IDS sBnsioTcs NpOrpaMMHBIMH WM allapaTHBIMU CHCTEMaMH, KOTOPBIE
aBTOMATHU3HMPYIOT MPOLIECC IPOCMOTPa COOBITHI, BOZHUKAIOIINX B KOMIBIOTEPHON CHUCTEME WU
CeTH, U aHATU3UPYIOT UX C TOUKM 3peHUs 0e30macHOCTU. Tak Kak KOJMYECTBO CETEBBIX aTak
Bo3pactaet, IDS cTaHOBATCS HEOOXOAUMBIM JOTIOTHEHNEM HH(PACTPYKTYphI O€30MaCHOCTH.

06Hapy>KeHHe IMPOHUKHOBCHUS ABJIACTCA MPOLUECCCOM MOHHUTOPHHIA CO6BITPII>1, MPOUCXOAAIINX B
KOMHLIOTGpHOﬁ CUCTCEME HWJIM CCTU, KW aHajJlu3a HuXxX I 06H3.py7K€HI/I$I npOHuKHOG@HuL?,
OMIPCACIIICMBIX  KaK IIOIIBITKH KOMITpOMETallun KOH(l)I/I,I[eHI_II/IaJ'ILHOCTI/I, OeJI0CTHOCTH,
AOCTYIIHOCTHU WA 06x02{a MEXaHU3MOB 0€30IaCHOCTHU KOMIIBIOTCPA HUJIN CCTH. HpOHI/IKHOBeHI/Iﬂ
MOTYT OCYHICCTBJISITECA KAK ATAKYIOIIUMH, HOJYHAOMIUMHU OOCTYIlI K CUCTEMaM U3 HHTCPHCT,
TaK 1 aBTOPHU30BAHHLIMU IOJB30BATCIIAMU CUCTEM, NBITAIONIUMHUCH MMOJTYUYUTHh JOIMOJIHUTCIIBHBIC
MMPUBUIICTHUU, KOTOPBIX Y HUX HECT.

IDS cocrosiT MX TpeX KOMIIOHEHTOB: MCTOYHMK HWH()OpPManuu, aHaJM3 WHOOpMAIUu s
oOHapy>XeHHs] TPOHMKHOBEHHS W CO3/1aHHE OTBeTa, €CIM HMEET MECTO NPOHUKHOBEHUE.
Cucrema noiyyaeT HH(OOPMAIHIO O COOBITHU M3 OJHOTO WJIM 00Jiee NCTOYHHKOB MH(OpMAIIHH,
BBITIOJHSET OMpe/enseMblii KoH(urypanueil aHainn3 JaHHBIX M 3aT€M CO3JaeT CleluaIbHbIe
OTBETHl, OT NPOCTEHIIMX OTYETOB JIO AKTHBHOTO BMEIIATEIECTBA TIPHU ONpEICTICHUH
IIPOHUKHOBEHHUM.

Nouemy cnepyet ncnonb3oBarthb IDS

OOHapy»KeHrue MPOHUKHOBEHUS MO3BOJISIET OpraHU3alusAM 3alUIATh CBOU CHUCTEMBI OT yIpo3,
KOTOpPBIE CBSI3aHBI C BO3pPAacCTaHUEM CETEBOM AKTHBHOCTH M Ba)XHOCTHIO WH(POPMAIMOHHBIX
cucrteM. IloHumas ypoBeHb U HPUPOAY COBPEMEHHBIX YIPO3 CETE€BOM 0€30MacHOCTH, BOIPOC
JOJDKEH CTOSITh HE B TOM, 4YTO ciredyem Ju WCHONB30BaTh CHCTEMbl OOHApY>KEHUS
NPOHUKHOBEHUH, a B TOM, Kaxkue BO3MOXHOCTH U OCOOCHHOCTU CHCTEM OOHapyXeHHUs
IIPOHUKHOBEHUH ClIelyeT UCTI0Ib30BaTh.

ITouemy caenyer ucnoab3oBath IDS, 0co0eHHO eciu yike HMEIOTCS MeiKceTeBble IKPaHbI,
AHTHBUPYCHbIe HHCTPYMEHTAIbHbIE CPeICTBA M APyIrHe CpeACTBa 3alUThI?

Kaxmoe cpencTBO 3alIMThl apecOBaHO KOHKPETHOW yrpose 0e30macHOCTH B cucteMme. bonee
TOTO, KQXJIO€ CPEJCTBO 3aIUTHl UMEET ClIa0ble W CHUJIbHBIC CTOPOHBI. TOTBKO KOMOMHHPYS UX
(maHHasT KOMOUWHAIIMS WHOTAA HA3bIBACT OE30MACHOCMbIO 8 271YOUHY), MOXKHO 3aIlIUTUTHCA OT
MaKCHMAJILHO OOJIBIIIOTO CIIEKTPA aTak.

MexceTeBble HKpaHbl SBIAIOTCS MEXaHM3MaMHU CO3/laHusl Oapbepa, INperpaxias BXOA
HEKOTOPBIM THIIAM CETEBOTO Tpaduka M paspemast apyrue Tumbl Tpaduka. Co3maHue Takoro
Oapbepa MPOUCXOAUT Ha OCHOBE IOJIMTUKU MEXKCETEeBOro skpaHa. IDS ciyxar mexaHu3Mamu
MOHUTOPHHTA, HAONIONCHUS AaKTHUBHOCTH W TIPHUHATHS PEHICHHH O TOM, SBISIOTCS JIH
HaOJro1aeMble COOBITHS MOAO3pUTENbHBIMU. OHU MOTYT OOHAapy’>KUTh aTaKyHOIIUX, KOTOpHIE
000IIUTM MEKCETeBOH HSKpaH, M BBIATh OTYET 00 ATOM aJMHHHCTPATOPY, KOTOPHIA B CBOIO
ouepenib IPEeANPUMET LIaru 1o NpeIOTBPALEHUIO aTaKy.

Caaiig Ne 30.IDS cTaHOBSITCS HEOOXOAUMBIM JIOTIOJTHEHHEM WHPPACTPYKTYPHI 0€30IaCHOCTH B
KaXJIOH OpraHu3auui. TeXHOJIOTWH OOHapy)KEHHs TNPOHHUKHOBEHWH HE JENaloT CHCTEMY
abcomtoTHO Oe3omacHoil. Tem He MeHee mpakTuyeckas nosnb3a oT IDS cymectByer, u He
masieHbKas. Mcnonb3zoBanuu IDS nmomoraeT 1ocTuub HECKOJIBKUX LIEEH:

1. B03MOXHOCTH HMETh PCaKM0 Ha aTaKy IO3BOJIACT 3aCTaBUTb ATAKYIOIIECTO HECTHU
OTBCTCTBCHHOCTHh 3a CO6CTB€HHYI-O ACATCIIBHOCTD. 910 OIIPEACIICTCA CICAYIOIIHUM
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oOpazoMm: «A mo2y npopeazuposams Ha amaxy, KOMopas NPoOU3Ee0eHa Ha MO CUCEMY,
Max Kax s 3Har0, KMo 3mo cOelal Uil 2oe e2o Haumuy. IT0 TPYIHO peaan3oBaTh B CETH
MHTEPHET, IJIe IPOTOKOJIBI MO3BOJISIOT aTaKyIOIUM MOAIeaTh HACHTU(PUKALIUIO apecoB
UCTOYHUKA WIH JApyTrHue UACHTU(PUKATOPHI UCTOYHUKA.

Bo3moxHOCTE  OJOKMpOBaHUS O3HAYaeT BO3MOXHOCTh PpacHo3HaTb HEKOTOPYIO
AKTUBHOCTh WJIM COOBITHE KaK aTaKy M 3aTe€M BBINIOJHUTH ACHCTBHE MO OJIOKUPOBAHHIO
UCTOYHUKA. J[aHHAS 1eNTb ONpenesIeTcs CAeIyomuM o00pa3oM: «A He 3a004ych 0 mom,
KMo amaxkyem Moo cucmemy, NOMOMY 4mo i MO2Yy PACNO3HAMb, YMO amaxa umeem
Mecmo u O10Kupogams eey. 3aMeTHM, 4TO TpeOOBaHMUS pPEaKUUU Ha aTaKy MOJHOCTBHIO
OTIIUYAIOTCSI OT BO3MOXKHOCTH OJIOKUPOBAHMS.

ATakylolye, UCHOJb3ys CBOOOJHO JOCTYNHBIE TEXHOJOTMH, MOTYT TIOJIYYUTh
HEaBTOPU30BAaHHBIN JOCTYN K CUCTEMaM, €CIIM HaWJCHHBIE B CUCTEMaX ys3BUMOCTH HE
UCIPABJICHBI, & CAMH CUCTEMBI [TOJICOEAUHEHBI K ITyOJIMYHBIM CETSIM.

XoTs1 00BABICHHS O IIOABJICHHH HOBBIX yH3BI/IMOCTeI71 ABJIAKOTCA O6H.[C,[[OCTYHHLIMI/I,
CymeCTBYECT MHOI'O CHTyaHHﬁ, B KOTOPBIX HCIIOJB30BAHUEC 3THUX yHBBHMOCTeﬁ BCE€ K€
BO3MOKHO:

Bo MHOrmx HacieayembIX CHCTEMaxX HE MOTYT OBITh BBITIOJHEHBI BCE HEOOXOIMMBIE
OOHOBJICHUS U MOJIU(DUKALIHH.

I[an(e B CUCTCMaX, B KOTOPBIX OOHOBJIIEHHUS MOTYT OBITH BBIITIOJIHCHBI, aIMUHUCTPATOPBI
MHOTJAa HE MMEIOT JOCTaTOYHO BPEMEHHM WIIM PECYpCOB Ui OTCICKUBAHHUA U
WHCTaJUTUPOBAHMS BCEX HEOOXOAMMBIX OOHOBJICHUHN. DTO SIBIISIETCS 0OIIEH MpoOIeMOoH,
O0COOCHHO B OKPYXXCHHUSX, BKIIOYAIOUIMX OOJBIIOE KOJIMYECTBO KOMITBIOTEPOB WIIU
MIMPOKUH CTIEKTP armapaTypsl U MPOTPAMMHOTO 00ECTICUCHHS.

ITonp3oBaTensam MOTYT Tpe6OBaTBC$I Q)YHKHI/IOHaJ'ILHOCTI/I CCTCBBIX CCPBUCOB U
IMPOTOKOJOB, KOTOPBIC UMCIOT U3BCCTHBIC YA3BUMOCTHU.

Kak nosnp3oBaTenu, Tak ¥ aIMUHUCTPATOPHI A€7al0T OMIMOKU IIPU KOH(PUTYPUPOBAHUH
Y UCIIOJIb30BAaHUM CUCTEM.

B wuneanpbHOM cilydae MpPOU3BOAMTENM MPOrPaMMHOTO  oOecredeHHs]  JOJKHBI
MUHHMHU3HUPOBATH YSI3BUMOCTH B CBOUX MPOJYKTAX, U aJMUHUCTPATOPHI JOJKHBI OBICTPO
Y MPaBWIBHO KOPPEKTUPOBATH BCE HAWJEHHBIE YA3BUMOCTH. OJIHAKO B PEAIbHON >KM3HU
3TO MPOHMCXOJUT PEIKO, K TOMY K€ HOBBIC OUIMOKHM U YSI3BUMOCTH OOHApY>KUBAIOTCS
€XKEIHEBHO.

[TosToMy oOOHapy’>keHHE NPOHUKHOBEHHS MOXKET SIBISATHCS OTJIMYHBIM BBIXOJOM W3
CYILECTBYIOIIETO MOJIOKEHUs, IPU KOTOPOM 00ECIIeUnBACTCS IOMOJIHUTENIBbHBIN YPOBEHb
3amuTel  cucteMbl. IDS  Moker ompenenutb, Korga aTaKyHOLIMM — OCYIIECTBHI
IIPOHUKHOBEHUE B CUCTEMY, UCIIOJIb3Ysl HECKOPPEKTHUPOBAHHYIO UIIM HEKOPPEKTUPYEMYIO
omnOKy. bonee toro, IDS MOXeT CHyXWUTh BaXHBIM 3BEHOM B 3aIllUTE CHUCTEMBI,
yKa3bplBas aJMHHUCTPATOpPYy, YTO CUCTeMa ObUla aTakoBaHA, YTOOBl TOT MOI
JMKBUAMPOBAaTh HAHECEHHBIH ymepO. OTO Tropa3fo MNpeArodTUTENIbHEE IPOCTOrOo
UTHOPUPOBAHMS yIpo3 CeTeBOM O€30IaCHOCTH, 4YTO IO3BOJISET AaTaKyloIEMy HMETb
NPOIOJDKUTEIBHBIN JOCTYI K CUCTEME M XpaHsIIeics B Helt nH(popMarum.

Bo3moxxHo omnpenenenue mnpeamMOysn  arak, OOBIYHO HMMEIOIIUX BHJ CETEBOTO
30HMPOBAHUS WIH HEKOTOPOTO APYTOTO TECTHUPOBAHMS IJIsi OOHAPYKEHUS YSI3BUMOCTEHH,
Y MIPEIOTBPALICHUS UX TAJIbHEHIIIErO pa3BUTHSL.

Korma HapymmTens aTakyeT CHUCTEMY, OH OOBIYHO BBITIONHSET HEKOTOPHIE
npeaBapuTenbHble neicTBus. [lepBoii cTaaueil aTaku OOBIYHO SIBISICTCS 30HAMPOBAHUE
WIN TIPOBEpPKa CUCTEMBI MJIM CETH Ha BO3MOXKHBIE TOUKHM Bxoza. B cucremax 0e3 IDS
aTaKyIOIIUA MOXET CBOOOJHO TIIATEIIbHO aHAJU3UPOBATh CHUCTEMY C MHUHHUMAJIbHBIM
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PUCKOM OOHapyXeHHUS W HakazaHUs. ViMes Takoil HeOrpaHHMYEHHBIH TOCTYI, aTaKy oMU
B KOHEYHOM CUETE MOXET HAWTH YSA3BUMOCTb M HCIIONB30BaTh €€ I IOJy4YEHUS
HE00XO0AMMOM MH(POPMAIIUH.

Ta xe camas cetb ¢ IDS, mpocmaTpuBaromiell BBINONHIEMbIE OMEpaIluu, MPEICTaBISET
JUTSL aTakyromero 0oyee TpyIHYIO mpodieMy. XOTS aTaKyOIUH U MOXET CKaHUPOBATh
ceTh Ha Yys3BuMocTd, IDS oOHapyX HUT CKaHUpOBAaHUE, HICHTU(DUIUPYET €ro Kak
MOJIO3PUTEILHOE, MOXKET BBIIIOJHUTH OJIOKHPOBAHHWE JOCTyIa aTaKyHOIIEro K IeJIEBOM
CHUCTEME M OIOBECTUT TMEPCOHAN, KOTOPBIi B CBOIO OYepeab MOXET BBIMOIHUTH
COOTBETCTBYIOIINE NEHCTBUS AJi1 OJOKMpPOBAHMS JOCTyMa arakyrouero. Jlaxe Hanuuue
MPOCTOM peakluy Ha 30HAUPOBAHHUE CETH OyIeT O3HAuaTh MOBBIIICHHBIH YPOBEHb PHUCKA
JUIsL  aTakyloIlero W  MOXET TMpPEensTCTBOBATh €ro  JajbHEHIINM  IOMBITKaM
MPOHUKHOBEHUS B CETh.

4. BrInoNHEHNE TOKYMEHTUPOBAHUS CYIIECTBYIOIIUX YIPO3 JIJISl CETH U CHCTEM.

[Tpu cocTaBieHnH oT4eTa O OIOKETE HAa CETEBYIO OE€30MAaCHOCTh OBIBAET MOJIE3HO UMETh
JIOKyMEHTUPOBaHHYI0 WH(popMmainuio o0 arakax. boiee Toro, moHuMaHue 4YacTOThl U
XapakKTepa aTak Mo3BOJSET MPUHATH aIeKBaTHbIE MEPbI 0€30MaCHOCTH.

5. Oo0ecrieueHre KOHTPOJISI KadyecTBa pa3pabOTKH W aMUHUCTPUPOBAHHS OC30TACHOCTH,
0COOEHHO B OOJIBIIKX ¥ CIIOXKHBIX CETAX M CUCTEMaX.

Korma IDS ¢yHKIIMOHHMpYET B TEUYEHHWHM HEKOTOPOTO TEPHOAA BPEMEHH, CTAHOBSITCS
OUEBUJHBIMU THUMHUYHBIE CIIOCOOBI HCIOJB30BAHUS CHUCTEMBL. JTO MOXET BBISBUTH
U3bSHBI B TOM, KaK OCYIIECTBIIACTCS yIpaBJICeHHE O€30MaCHOCTHIO, 1 CKOPPEKTUPOBATH
3TO yIpaBJEHUE A0 TOTO, KaK HEJOCTATKH YIIPABJICHUS IPUBEAYT K HHIUACHTaM.

6. Tlomyuenwe mose3HON WHGOPMAMK O TPOHUKHOBEHUSAX, KOTOPBIC HMEIH MECTO,
MPENOCTABIIAS YIYUYLICHHYK JUAarHOCTUKY JIsI BOCCTAHOBJIEHUS U KOPPEKTHUPOBAHUS
BBI3BABIINX MPOHUKHOBEHHE (PAKTOPOB.

Jaxe korma IDS He mMmeeT BO3MOXKHOCTH ONOKHMpPOBaTh aTaky, OHa MOXET cOoOpaTh
JeTalbHY10, JOCTOBEpHYI0 nH(popmanuio o0 arake. JlanHas nHbOpMALISI MOXKET JIEKATh
B OCHOBE NPUHSTHS COOTBETCTBYIOIIMX 3aKOHOJATEJIbHBIX Mep. B KoHe4HOM cuere,
Takass MHPOpPMALMI MOXXET ONpPEeNeIUTh MPOoOJEeMBbl, Kacaloluecss KOHQUTypaluu HIH
HOJUTUKU OE€30IaCHOCTH.

7. IDS nomoraet onpeneanuTb pacioioKeHNE UCTOYHUKA aTaK 110 OTHOUIEHHIO K JIOKAJIbHOM
ceTH (BHEIIHWE WIM BHYTPEHHHME AaTak{), YTO BaXKHO INPU MPUHATHM PELICHUH O
PacCIIOJIOKEHUU PECYPCOB B CETH.

Tunbl IDS

Caaiig Ne 31.CymecTtByeT HECKONBKO croco0oB kinaccupukamuu DS, Kaxmplii U3 KOTOPBIX
OCHOBaH Ha pa3nuuHblX xapakrtepuctukax IDS. Tunm IDS cnemyer ompenensats, ucxons u3
CIIEIyIOIIMX XapaKTEPUCTHK:

— Cnocob MOHUMOPUH2A CUCTEMDBL. ITo crocobam MOHHUTOPHHTA CUCTEMBI ACIIATCA HAa CETCBBIC
" NpCAHA3HAUYCHHBIC I OTACJIbHOI'O KOMIIBIOTCPA.

— Cnocob ananusa. IT0 4acTh CUCTEMbI OTPEICICHUS IIPOHUKHOBCHHUS, KOTOpasi aHATU3UPYET
CO6I)ITI/I$[, IMOJIYUYCHHBIC W3 HMCTOYHHKA I/IH(l)OpMaIII/II/I, U MMPUHHUMACT PCUICHUA, YTO HMECT
MecTO TpoHHKHOBeHHe. Crioco0aMu aHanm3a SBISIOTCS OOHApYXXCHUE 3JI0YMOTPeOICHHIA
(misuse detection) u oOHapyxeHue aHomanmii (anomaly detection).

— 3aodepoicka 60 epemenu MEXIy TOTy4eHUEM MH(DOPMALUU M3 UCTOUYHUKA U €€ aHAJU30M U
NpUHIATHEM peleHus. B 3aBucuMocTu oOT 3anepkku Bo BpemeHu IDS nemsitcs Ha
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paboTraromnye B TEYCHUH OINPEJACICHHOT0 HHTEepBajia (MM B TAKETHOM pEeXUME) U
HenpepsIBHO padoTaromue cuctemsl. Caaiiag Ne 32.

bonbmimHcTBO  KOMMepueckux IDS  daBnsroTCS  HenmpephlBHO  palOTAIOIIKMMU  CETEBBIMU
CUCTEMaMH.

K xapaxtepuctukam IDS taxxe oTHOCATCS:

- Hcmounux ungpopmayuu — IDS MOXET UCHONB30BATH PA3JIMYHbIE HICTOUHUKU UHPOPMALIUU
0 COOBITHM ISl OIPENETICHUs] TOr0, YTO NMPOHUKHOBEHHWE MMENI0 MECTO. DT HCTOYHHMKHU
MOTYT OBITh TOJYYEHbl M3 pa3IUYHBIX YpPOBHEH CHCTEMBI, U3 CETH, KOMIIBIOTEpa U
OTZEJILHOM IPOrPAMMBI.

-  Omeem — wHaOOp [AEWUCTBUN, KOTOpPHIE BBIMONHIET CHCTEMa TIIOCJIE OIpeaAeTIeHUs
NPOHUKHOBEHUH. OHH OOBIYHO PA3ACIAIOTCS HA aKTUBHBIC M ITACCUBHBIC MEPHI, IIPH 3TOM
[0 AKTMBHBIMU MEpPAMU IIOHMMAETCSA ABTOMATHYECKOE BMEILIATEIILCTBO B HEKOTOPYIO
JIPYTYI0 CHUCTEMY, TOJ TMACCHUBHBIMH Mepamu mnoHuMmaercs otdeT IDS, caemannbii s
JIIOJIEN, KOTOPBIE 3aTEM BBIMNOJHAT HEKOTOPOE IEMCTBUE HA OCHOBE JAHHOI'O OTUYETA.

ApxuTtektypa IDS

Apxutekrypa IDS onpeznenser, kakue UMEIOTC (PyHKLIMOHATbHbIE KOMIIOHEHTHI IDS 1 xak oHH
B3aMMOJCHUCTBYIOT Ipyr ¢ ApyroM. OCHOBHBIMH apXHUTEKTYPHBIMH KOMIIOHEHTaMH SIBJISIOTCS:
Host - cuctema, Ha KOTOpOii BRIIOIHSIETCS porpaMMHoe obecrieuenue IDS, u Target - cucrema,
3a kotopoii IDS nabmromaer.

CoemecmHoe pacnonoxeHue Host u Target

[TepBonayanbHO MHOTHE [DS BBIMOTHSAIUCH HA TEX K€ CHUCTEMAaX, KOTOPHIE OHM 3allUILIAIH.
OcHoBHasi MPUYMHA 3TOrO ObUIA B TOM, YTO OOJIBIIMHCTBO CHUCTEM OTHOCHJIOCH K KJIaccy Tak
HA3bIBAEMBIX «OOJIBIIIUX KOMITBIOTEPOBY», M CTOMMOCTh BbIoNHeHUs IDS Ha oTmenpHOM
KOMIThIOTEPE OblJIa OUYEHb OONBIION. DTO CO37aBaji0 MPOOIEMyY C TOYKU 3PEHHS OE30MacHOCTH,
TaK Kak JII0OOW aTakyroIlui, KOTOPBIA YCHEIIHO aTaKoBall IEJIEBYI0 CHCTEMY, MOT B KauecTBe
OJIHOW M3 KOMIIOHEHT aTaKu MPOCTO 3anpeTuTh GyHKronuposanue IDS.

Pa3deneHue Host u Target

C nosBneHreM pabOYNX CTAHIUH M MEPCOHAIBHBIX KOMITBIOTEPOB B OOJIBIIMHCTBE apXUTEKTYP
IDS npenanonaraercst BbimonHeHHe IDS Ha OTAEIBPHOM KOMIBIOTEPE, TEM CaMbIM pa3lenss
cucremsl Host u Target. Oto yny4maer 6e3omacHocTs (yHKIOHNpoBanus IDS, Tak kak B 3TOM
cilydae Mpole crpsrath cymectBoBanue IDS ot arakyromumx.

Cospemennbie IDS kak IpaBHIIO COCTOAT U3 CIIECIYIONIHNX KOMIIOHCHT:
— CeHcop, KOTOPBIN OTCIEKUBAET COOBITHS B CETH WJIM CUCTEME.
— Amnanmu3aTop coOBITHH, 0OHAPYKEHHBIX CEHCOpPaMHU.

— KommnoneHnTta npuHsSTHS pEelICHNUS.

Cnocobbl ynpaBneHus

Crparerust ynpaBlIeHUsI ONHCHIBAET, KAaKUM 00pa3oM MOKHO YIpaBIisATh 3ieMmeHTamu IDS, ux
BXOJHBIMHU U BBIXOIHBIMU JAHHBIMH.

B cetn JOJIKHBI TOAACPKUBATHCA CIICAYIOIINUEC CBA3U:
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— Css3u ana nepenaun otuetoB IDS. OTu cBsI3u co3natorcs Mexay cEHCOpaMH Kak CETEBOTO
MOHHUTOPHHTA, TAK © MOHUTOPHHTA KOMIIBIOTEPA, U IIEHTPAIbHON KOHCOIbIO IDS.

— CBs3u 1JI1 MOHUTOPHHTA KOMITBIOTEPOB U CETEH.

— CB#3H4 i1 BBRITOIHEHHUS O0TBETOB IDS.

CKopocTb peakuuu

CKOpOCTh peakIMi YKa3blBacT Ha BpEMs, MpOLIEANIee MEXAy COOBITHSAMH, KOTOpbIE ObUIM
0o0OHapy’KeHbl CEHCOPOM, aHAJIU30M ITHX COOBITHI U peakiel Ha HUX.

1. IDS, peakuusi KOTOPbIX NMPOUCXOAUT Yepe3 omnpeJeseHHble MHTEPBAJIbI BpeMeHH
(maKeTHBIN pesKnuM)

B IDS, peaknuss KOTOpbIX IPOUCXOOUT YEpPE3 OINPEACICHHbIE HWHTEPBAJIbl BpPEMEHH,
MH(QOPMALMOHHBIA MOTOK OT TOYEK MOHHUTOPHMHIA /10 MHCTPYMEHTOB aHaJM3a HE SsBISETCA
HenpepblBHBIM. B pesynbrate wuHpopMmaius oOpabaTeiBaeTcsi CIOCOOOM, aHAJOTHYHBIM
KOMMYHUKAIIMOHHBIM CXE€MaM «COXpPaHUTh W TNepeHanpaBuTb». Muorue pannue IDS,
paboTaronye Ha KOMIIBIOTEpE, HCIOJIB3YIOT JAHHYIO CXeMy XpPOHOMETpaXka, TaK KaK OHH
3aBucAT oT 3anuceit aynura B OC. OcHoBaHHbIe Ha uHTepBaje IDS He BBIMOJHSIOT HUKAKUX
NeMCTBU, ABISIONIMXCS PE3yIbTaTOM aHAIN3a COOBITHI.

2. Real-Time (HenpepbIBHBIE)

Real-time IDS o0pabaTbiBatoT HENpPEPHIBHBIN MOTOK MH()OPMAIIMK OT UCTOUHUKOB. Yarie Bcero
3TO SIBIIAETCS TPEoOIaAa0NIUM crocoooM B ceteBoit IDS, koTopsie momydaroT nHpOpMaIuo 13
MOTOKa ceTeBoro Tpaduka. TepMHUH «peambHOE BpeMs» O3HAYAeT, 4YTO OMNpEeeICHHE
MIPOHUKHOBEHUS, BhITIOJIHIeMoe Takoi IDS, mpuBoauT K pe3yibTaTaM JOCTaTOYHO OBICTPO, YTO
no3BoJisieT IDS BBINONHATH ONpeielieHHbIE ACHCTBUS B aBTOMATHUECKOM PEXKUME.

Cemeesas IDS

OcHoBHBIMU KOMMepueckuMu DS siBisitorest ceteBbie. DTu IDS onpenensior araku, 3aXBaThIBast
U aHanmu3upys ceteBble makeThl. CereBas IDS MokeT mpocmarpuBaTh CEeTEBOW Tpauk OT
HECKOJIbKMX KOMITbIOTEPOB, KOTOPbIE MPUCOECIUHEHBI K CETEBOMY CETMEHTY, U TaKUM 00pa3oM
3alMIIATh 3TH KOMIIBIOTEPHI.

IDS O0nst omdenbHO20 KOMMNbOMeEpPa

Otu IDS nmerot aeno ¢ uHpopmanueii, coOpaHHOI BHYTpH €AMHCTBEHHOTO KOMIIbloTepa. Takoe
BBITOJIHOE PACIIONIOKEHHE MMOo3BosisieT 3TUM IDS aHanu3upoBath JESATENBHOCTH C OOJBLION
JIOCTOBEPHOCTBI0 U TOYHOCTBIO, ONPENENss TOJIBKO T€ IMPOLECCH M MOJIb30BaTENIEH, KOTOPBIE
UMEIOT OTHOIIeHHE K KoHKpeTHOM aTake B OC. bonee Toro, B oTiuunu ot ceteBbix IDS, IDS nnst
OTJIENBHOIO KOMIIBIOTEPA MOTYT «BMJIETBHY» IOCIEACTBHS NPEANPUHATON aTakW, TaK KakK OHU
MOTYT MMETh HETOCPEJCTBEHHBIH ITOCTYyN K CHUCTEMHOW WHQpopManuu u (aiinaM JaHHBIX U
CHUCTEMHBIM IIPOLECCAM, SBIIAIOIUXCS LEIbI0 aTAKH.

AHanus, BbinosnHsiembiu IDS

Cy1ecTByeT /1Ba OCHOBHBIX IMOAX0/1a K aHAJIU3Y COOBITUH ISl OTIPE/ICICHNUS aTaK: oNpeaeaeHue
3J0ynoTpedJeHuii (misuse detection) u onpeneseHue anomanauii (anomaly detection).

B Texnonoruu OIpPCACIICHUA 3HOYHOTpC6HCHHﬁ HN3BCCTHO, KaKas IOoCJICA0BATCIbHOCTh AAHHBIX
ABJIICTCA TPU3HAKOM aTaKH. AHamn3 COOBITHH COCTOHUT B OMpPCACIICHUU TaKUX «IIJIOXHX»
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IIOCJICIOBATENbHOCTEH JaHHBIX. TEXHOIOTUS ONpeneNeHus 3710yNOoTPeOICHUH HCIONb3yeTcs B
OOJIBIIMHCTBE KOMMEPUECKUX CUCTEM.

B TexHomormm ompeneneHus aHOMalUil HM3BECTHO, YTO TPEACTABISIET COOOW «HOpMAJbHAs)
NEeSITEeIbHOCTh U «HOPMaJIbHAs» CeTeBasi aKTUBHOCTb. AHAJIN3 COOBITHUM COCTOUT B IOIBITKE
ONPEIEIUTh AHOMAJIbHOE IOBEJCHHME IOJb30BATEN] WJIM AHOMAJIbHYIO CETEBYHO aKTHBHOCTb.
JlaHHast TEXHOJOrMs HAa CErOJHAIIHMM JE€Hb SABJIAECTCA IPEIMETOM HCCIECIOBaHUN H
UCTIONB3YeTCsl B OorpaHWdeHHON (opme HeOompmmMm umcinom IDS. CymiecTBYIOT CHIIBHBIE U
ciabble CTOPOHBI, CBSA3aHHBIE C KaKIBIM MOAXOJOM; CUMTaeTcs, 4To Haubosee 3¢deKkTuBHBIE
IDS ucnons3ytoT B OCHOBHOM OIpEEICHUE 370YNOTPeOIeHn ¢ HEOOIBIIMMHI KOMIIOHEHTAMU
OIIpECIICHUS] aHOMAJIUH.

OnpedeneHue 3510ynompebrieHull

JleTekTopsl 3710ynOTpeOIeHUN aHATM3UPYIOT AESITEIILHOCTh CUCTEMBI, AaHAIU3UPYS COOBITHE WITH
MHO>KECTBO COOBITHII Ha COOTBETCTBHUE 3apaHee OIpelelIeHHOMY 00pasily, KOTOPbIi OMHCHIBAET
u3BecTHyI0 aTtaky. CooTBeTcTBHME o00pas3lia H3BECTHOW aTaKke Ha3bIBACTCS CUSHAMYPOU,
oTpezieNieHue 370yNMOTpeOIeHUs] NHOT]a HA3bIBAIOT «CUTHATYPHBIM ompeneneHuemy». Haunbonee
obmas Gopma ornpeAesieHUus 3JI0yNOTPEOICHHUM, UCIIONIb3yeMass B KOMMEPUYECKUX MPOIAYKTaX,
ompezenseT Kaxablii oOpa3er coOObITHIA, COOTBETCTBYIOIIHMI aTake, KaK OTIAEIbHYIO CUTHATYDY.
Tem He MeHee CyYLIECTBYET HECKOJIbKO 0o0Jiee CIOXKHBIX IOAXOAOB JJsi BBIIOJHEHUS
ompezieNieHus 3I0yNnoTpeOIeHnid (Ha3pIBaeMbIX «state-based» TeXHOIOTUSMU aHaIN3a), KOTOphIE
MOTYT HCIIOJIB30BaTh CAMHCTBCHHYIO CUTHATYPY AJIA ONPCACIICHUSA I'PYIIIIbI aTaK.

Ilpeumywecmea cuznamyprozo memooa:

- JletexTopsl 310ynoTpeOIeHNH SBISIOTCA 0ueHb () (PEKTUBHBIMHU ISl OTIPENICIICHHUS aTaK, HEe
CO3/1aBasi IPU 3TOM OTPOMHOI0 YHCIIA JIOXKHBIX COOOIIEHUH.

- Jerektopbl  3moynoTpeOiieHHMii  MOryT OBICTPO M HAQAEKHO JHArHOCTHPOBATh
UCIIOJIb30BaHNE KOHKPETHOIO MHCTPYMEHTAJIBHOIO CPEICTBA MM TEXHOJIOTUU aTakh. JTO
MO3KET IOMOYb aIMUHUCTPATOPY CKOPPEKTHPOBATH MEPHI 0OecTieueHUsI 0€30I1aCHOCTH.

- JleTeKTopsI 3710yNnOTpeOICHUH TTO3BOJISIOT aIMUHHACTPATOpaM, HE 3aBUCHMO OT YPOBHSI X
KBaJM(HUKAIMK B 00JIACTH O€30MacHOCTH, UCTIOIB30BaTh IDS.

Heoocmamku cuznamypnozo memooa:

—  JleTeKTopsl 370yIOTPEOICHUH MOTYT OIPEICTUTh TOJIBKO T€ aTaKH, O KOTOPBIX OHH 3HAIOT.
CrnenoBarenbHO, HAJO MOCTOSHHO OOHOBISTH MX 0a3bl JAHHBIX JAJIS MOJYYECHUS CUTHATYP
HOBBIX aTak.

- MHorue HAeTEKTOpHI 3J70yNOTpeONieHHH pa3paboTaHbl TakuM 00pa3oM, YTO MOTYT
UCTIOJIB30BaTh TOJILKO CTPOTO ONpEACICHHBIE CUTHATYPBI, YTO HE JOIYCKAeT ONpeACICHHUS
BapHaHTOB oOmIMX artak. State-based geTekTopsl 3710ynoTpedeHN MOTyT 000MTH AaHHOE
OTpaHUYEHHUE, HO OHH HE OYEHB IUPOKO UCIOIB3YIOTCA B KoMMepueckux IDS.

OnpedeneHue aHomanul

JleTekToppl aHOMAMIl ONpPENeNsAoT HEHOpPMajbHOE (HEOOBIYHOE) MOBEJCHHE HAa KOMIIBIOTEpE
wii B cetd. OHU MpenroyiararoT, YTO AaTakd OTIMYAIOTCA OT «HOPMAJbHOW» (3aKOHHOM)
NEeSITeIbHOCTH M MOTYT, CJIEOBATENbHO, OBbITh OIpENesIeHbl CHCTEMOH, KOTOpas MOXeT
OTCJICKUBATh ATH OTIHYHUS. JIeTEKTOpHl aHOMAIMK XpaHAT WHPOPMAIHMIO O HOPMAIHLHOM
IOBEJICHUM IOJIb30BaTENe, KOMIBIOTEPOB MM ceTeBoro Tpaduka. OTH uHPOpManus
NOJyYaeTcsi M3 JNAaHHBIX HCTOPHH, COOpPAHHBIX B TEPUOJ HOPMAIBHOTO (PYHKIMOHHUPOBAHHSL.
3areM JeTeKTOpbl COOMPAIOT JaHHBIE O COOBITHSX M HCHOJNB3YIOT Pa3IMYHble METOIUKU IS
OTpeIeNIEHUs TOrO, YTO aHAJIM3UPpYEMas JEATEIbHOCTh OTKIOHAETCS OT HOPMaJIbHOM.
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Xots HekoTopple KomMmepueckue I[DS Bkimo4yaroT orpaHuueHHBbIE (HOPMBI  OMpEIeTICHUS
QHOMAJIMM, Maj0 KTO IIOJAraercs HMCKIIOUMTEIbHO HAa AAHHYIO TexHosorutoo. OnpeneneHue
aHOMAaJIMM, KOTOpPOE CYLIECTBYET B KOMMEPUECKHMX CHUCTEMaX, OOBIYHO HCHOIb3yeTCs MAJis
OINpECIICHUs] 30HAUPOBAaHUS CETH WM CKaHMPOBaHUS MOPTOB. TeM He MEHee, ONpEelelICHHE
AHOMAJIMM OCTaeTcsd MPEIMETOM HCCIeAOBaHUNW B 00JacTM aKTUBHOTO  ONPEEIICHUs
NPOHMKHOBEHHUM, M CKopee Bcero OyJeT urpatb Bo3pacTamouryio posnb B IDS cremyrommux
IIOKOJICHUH.

Ilpeumywiecmea onpedenenus anomanui:

- IDS, ocHOBaHHBIC Ha OMpPENEICHUN AHOMAJIMWA, OOHAPYKUBAIOT HEOKUIAHHOE MOBEIACHUE
U, TakuM 00pa3oM, HMEIOT BO3MOXKHOCTH ONPENENIUTh CHUMOTOMBI aTak 0e3 3HaHUs
KOHKPETHBIX JI€TaJICH aTaKH.

- JlerekTropbl aHOMaJIMii MOTYT co3/aBaTh HMH(OpPMAIMIO, KOTOpas B JalbHeimem Oyner
UCTIOJIB30BaThCS IS OTIPE/ICTICHUSI CUTHATYP ISl IETEKTOPOB 3JI0YIOTPEOICHUIA.

Heoocmamku onpeodenenus anomanuii:

- Tlomxonsl ompeneneHus aHOMAIWKA OOBIYHO CO3/AIOT OOJBIIOE KOJUYECTBO JIOKHBIX
CUTHAJIOB TP HEMpPEICKa3yeMOM MOBEACHUH TOJIb30BaTENeH M HEMpeICKa3yeMol ceTeBoit
aKTUBHOCTH.

- HOI[XOI[BI ONPCACIICHUA aHOMaJIM{ 4acTo Tpe6YIOT HEKOTOPOI'o oTala O6y‘leHI/I${ CHUCTCMBI,
BO BpEMA KOTOPOT'O OIMPCACIIAIOTCA XapaKTCPUCTUKHU HOPMAJIBHOT'O IMTOBCACHM.

Bo3moxHble oTBeTHblIe agencteus IDS

[Tocne Toro, kak IDS monyunna napopManuo 0 COOBITUM U MMPOAHATM3UPOBAB €€, OOHAPY KHIIa
CHUMIITOMBI aTaky, OHa JOJKHA KAaK-TO MPOpearupoBaTh Ha 3TO. B HEKOTOpOM cilydae peakius
MOXKET MPEJCTABIATH COOON OTYETHI, CO3/IaHHBIC B HEKOTOPOM CTaHIapTHOM ¢opmare. Jpyroi
peakuueil MOTryT OBITH OIpenelCHHbIE NEHCTBUS. XOTS YacTO HEJOOICHUBAIOT BaXKHOCTH
HaJU4usi Xopomux oTBeToB B IDS, Ha camoM nene Hamuume pazHOOOpa3HBIX BO3MOXHOCTEH B
OoTBeTax oueHb BaxxHO. Kommepueckue IDS nognepkuBaroT MHUPOKUI 1MaIIa30H ONLIKNA OTBETOB,
4acTo pa30uBasi UX Ha aKTHUBHbBIEC OTBETHI, TACCUBHBIE OTBETHI U HEKOTOPYIO CMECh U3 HUX.

AKmueHsble Oelicmeusi

AKTUBHBIE OTBETHl NPEJCTABISAIOT COOOW aBTOMATU3UPOBAaHHBIC JEHCTBUS, KOTOpBIE
BBIIIOJIHSIFOTCS, KOIJIAa ONpPENENIEHbl KOHKPETHbIE THIBI NPOHUKHOBEHMH. CylecTByeT Tpu
KaTe€ropuy aKTUBHBIX OTBETOB.

Coop oononnumenvHoil ungopmayuu

Haubonee 6e3Bpeanblif, HO YacTo Hanbosee MPOAYKTUBHBINA aKTHBHBII OTBET COCTOHMT B cOOpe
JIOTIOTHUTEILHON MHGOPMAIIMH O MPEATNOoaracMoi atake. ITO MOXKET BKIIOYATh BO3PACTAIOIIHIMA
ypOBEHb BHUMAaHUs K UCTOYHUKaM nH(popmanuu. Hampumep, MOKHO HadaTh coOMpaTh OOJbIee
KOJTMYECTBO MH(GOPMAIIMK U HACTPOUTH CETEBOM CEHCOP HA MIEPEXBAT BCEX MAKETOB, & HE TOJIBKO
TeX, KOTOPbIE MpeIHA3HAYEHBl KOHKPETHOMY IMOPTY WIH KOMIbIoTepy. COOp MOMONTHUTETHHOU
uHDOpMAIIMKM  TPOW3BOJAUTCS IO  HECKOJbKMM  NPHYMHAM. Bo-mepBbIX, coOpaHHas
JOTIOTHUTEIbHAS MH(OpMAIHsT MOXXET MOMOYbh OOHAPYKUTh aTaKy. Bo-BTOPBIX, IMO3BOJISIET
MOJIYYUTh HWHGOPMAIMIO, KOTOpas 3aTeéM MOXET HCIOIb30BAThCA TMPU  IOPUIAYECKOM
paccieoBaHUM U 33J€P>KaHUH aTaKyIOIETO.

H3menenue okpyscenus

I[pyroe AKTHBHOC I[efICTBI/IC COCTOHUT B TOM, I-ITOGBI OCTAaHOBHUTH BBIHOHHHeMyIO aTaKy 1 3aTcM
OJIOKMpOBATh TOCIEAYIONMH mocTyn aTtakyromuM. OO0paHO IDS HE MMEIT BO3MOXKHOCTEH
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OJIOKMPOBATH JTIOCTYN KOHKPETHOTO YeJI0BEKa, HO BMECTO 3TOro MOTyT OjokupoBath [P aapeca, ¢
KOTOPBIX BOILEN aTaKyIOUTHIA.

Buinonnenue oeiicmeun npomue amaxyioue2o

B HexoTOphIX AMCKyccUsax 00CyKIaeTcsl, 9YTO MEPBON OMIMEH B aKTUBHOM OTBETE JAOJKHO OBITH
BBITIOJIHEHHE IEUCTBUS MPOTHUB MpoHHKaromero. Hanbonee arpeccuBHast popma 1aHHOTO OTBETa
BKIIIOYAET 3allyCK aTakd NPOTHB HEro WM TMOMbITKA aKTUBHOTO cOopa HHQpOpMAIUU O
KOMIIBIOTEPE WUJIM CETU aTakyrolero. Tem He MeHee, CKOJIb Obl 3TO HE ObUIO 3aMaHYMBO, TaKOU
oTBeT He pekoMeHayercs. C TOUKM 3peHHUs 3aKOHA JaHHBIH OTBET MOXKET OBITh 0oJiee HaKa3yeM,
YeM aTaka, KOTOPYIo Ipeanoaraercs 0JI0OKupoBaTh.

[lepBoii mpUYMHON, MO KOTOPOM MAHHYIO OIIUIO CIEAYeT HCIONb30BaTh C OONBIION
OCTOPOYKHOCTBIO, SIBIIAIOTCS TPeOOBaHUS 3aKOHOAATENbCTBA. boiee TOro, Tak Kak MHOTHE
aTaKyIoIIe UCIHOIb3YIOT MOJ/ETaHHbIE CETEeBbIE aJpeca, 3TO MOKET HAaHECTH OOJbIION Bpen
HEBHHHBIM KOMIIBIOTEPAM M IOJIb30BaTeIsIM. HakoHel, OTBETHBINA yJ1ap MOXKET CIIPOBOLIMPOBATH
aTaKyoLIEro, KOTOPBIN NIEPBOHAYAIBHO HAMEPEBAJICS TOJIBKO POCMOTPETH KOMIIBIOTED JKEPTBBI,
HE BBITIOJNHSA 00JIee HUKAKUX arpPECCUBHBIX JICHCTBHA.

PexoMenayeTcss MPOKOHCYIBTUPOBATHCS C 3aKOHOJATEIbCTBOM IEpell TEM, KaK HCIOIb30BaTh
KaKHe-TM00 OIILINUU «OTBETHOTO yAapay.

lMaccueHbIe Oelicmeaus

[TaccuBHble oTBeTHI IDS npenocTaBiasioT MHGOPMALIUIO MOIB30BATENSIM CUCTEMBI, IIPEAToaras,
YTO YEJIOBEK CaM BBINOJHUT JajbHEHIINEe NeCTBYUS Ha OCHOBE JaHHON MHpopMmaiuu. MHorue
kommMmepueckue IDS npennonararoT HCKIIOYUTEIBHO TACCUBHBIE OTBETHI.

Tpesozu U onoeeuienun

Tpeoru u onosenienus coszpatorcs IDS g uHbOpMUpOBaHMA aIMHHUCTPATOPOB 00
oOHapyeHuM artak. bonpmuHCTBO KomMmepueckux [DS mo3BoisioT aaMUHUCTpaTopam
ONPEAEIIATh ACTAIN TOr0, KAKME U KOT1a TPEBOTH CO3IAIOTCS U KOMY M KaK OHH IIEPEatoTCA.

Yaie Bcero curHajl TpeBOTM BBIBOJUTCS HA AKpaH WM B BbINAJA0Ilee OKHO Ha KoHconu IDS
WIN APYTUX CUCTEM, YTO MOXKET OBITh YKa3aHO aIMUHUCTPATOPOM IpU KoHPUrypupoBanuu IDS.
WNudopmanms, ykaspiBaemMas B COOOIIEHHH O TPEBOTH, MOXET CHIBHO OTJIMYATHCS, OT TPOCTOTO
YBEIOMJICHHSI, YTO MMEET MECTO NMPOHUKHOBEHHE, 10 OYEHb JAETAIU3MPOBAHHBIX COOOIIEHUI,
ykaspiBaromux I[P agpeca MCTOYHMKA M LENM aTakW, KOHKPETHOE MHCTPYMEHTAIBHOE CPEACTBO
aTaKu, MUCIOJIb3yEeMOE JJIs IIOJYyUEHUs JOCTYIIA, U PE3yJbTaT aTaKy.

I[pyrI/IM MHOXCECTBOM OHIII/If/'I, HCIIOJIb3YCMbIX B OONBIINX WA pacnpeacICHHbIX OpraHru3aluiax,
SBJISIETCS BO3MOXKHOCTH YJIQJIEHHOT'O OIOBELIEHHUS O TpeBorax. JTO MO3BOJSET OpraHU3aIlUU
ckoH(purypupoBate IDS Takum o0pa3om, uTOOBI OHa IOCHUIada COOOIIEHHWE O TPEBOTH HA
COTOBBIE TeIE(POHBI.

B HekoTOphIX CiydasXx TakXke MOXHO, HarlpuMep, HCIOJIb30BaTh ¢-mail B KadecTBe KaHaia
nepenayn cooOieHnii o0 arakax. JTo He BCerjaa MpoIyMaHHO, TaK KaK aTaKyIoUIUil MOKeT
UMETh BO3MOXKHOCTH TIPOCMATPHUBATh HUCXOASAmMN e-mail Tpaduk u OJIOKHpPOBATH 3TO
CO0O0ILIEHHE.
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