IIpeaBapuresibHbIC BONIPOCHI
1. Yro Takoe komnbioTep (IBM)

MHorogyHKIIMOHAIbHOE ~ HPOTpaMMUPYEMO€  YCTpOMCTBO,  MO3BOJSIOIIEE  BBOJUTD,
00pabaThIBaTh U BBIBOAUTH HH(POPMAIIUIO, pelliasi pa3IUIHbIe PUKIIAIHBIC 3aa4u.

2. Yro TaKkoe KOMIbIOTEPHAS CeTh
COBOKYITHOCTh ~ KOMIIBIOTEPOB ~ W/WJIM  KOMITBIOTEPHOTO  OOOPYAOBAaHHS  HCHOJIB3YIOIINX
KOMMYHHKAIIMOHHYO CEeTh 111 0OOMeHa HHpopManuei

IIpome:xxyTOYHBIE BONPOCHI
1. Kak npoucxoaurt nepegaya uH(poOpManuu B ceTH

WHTEepHET COCTOUT M3 OIPOMHOTO 4YHCJIa KOMIBIOTEPOB, COECIMHEHHBIX MEXIy CcoOoM
crenuaibHbIMU npoBoaaMu. Ha koMmbroTepax BBINOJHATCA MPOrpaMMbl, a M0 IPOBOJaM
nepeaaTcs AaHHbIe, KOTOpble 00padaThIBalOTCA 3THUMHU NporpaMMamu. B Hacrosiuee Bpems
CYIIECTBYIOT TEXHOJIOTUM, TO3BOJISIIOIINE TepeAaBaTh JAaHHBIE MEXIy KOMIIBIOTEpaMHu Oe€3
IPOBOJOB, AHAJIOIMYHO TOMY, Kak IEpelaloTCsl JaHHBIE INPH HCIOJb30BAaHUM MOOMIBHON
Ttene@oHHo cBa3u. s Hac ¢ BamMM cedyac He OyJeT HMMEeTh 3HAuY€HHE IO MPOBOJAM
HepeaaloTCs JaHHbIe MU UCHOJb3YIOTCS OeCIIPOBOIHBIE TEXHONOTUU. B 00oux cinyuasx Oyaem
TOBOPUTb, YTO KOMIIBIOTEPHI CBA3aHBI B CETh.

2. UYto Takoe IMMPOTOKOJI U CTEK IPOTOKOJIOB

Bce makersl mepemaroTcs B 3apaHee ONPEACICHHON MOCIEeNOBATEIbHOCTH. JTa 3apaHee
OTIpeNIeIICHHAs TTOCIIC0BATEIbHOCTh TTAKETOB HAa3bIBACTCS MPOTOKOJIOM. TakKe KaKIbIH MaKeT
UMEET 3apaHee ONpE/CICHHBIN (opMAT JaHHBIX, COMEPKUMOE K€ JAHHBIX B KaKJIOM IaKeTe
€CTECTBEHHO pa3HOE.

B Tene makera MOXKET conepkKaThCs APYTrOd MAKET, KOTOPBIM OTHOCUTCS K IPYyTOMY IPOTOKOIY.
B 3TOM citydyae roBopAT 0 cTeke MPOTOK0J0B. CTEK MPOTOKOJIOB 03HAYAET, YTO MAKETHI OAHOTO
IIPOTOKOJIAa KAK MATPEIIKM BIJIOKEHBI B TEJIO JPYTMX IAKETOB JAPYTrOro IMpoTOKoJa. MOXKHO
CKa3aTb, YTO KaX<IbIi MPOTOKOJI BBHINOJHAETCS HA ONPEICICHHOM YPOBHE CTE€Ka IPOTOKOJIOB.
JInbo B Tene nakera coaepKUTCS UHPOpMAIMsL, paau KOTOpoi u co3nana cetb MuTepHer. Takoii
uHpOopMaLrei MOXXeT ObITh, HAIPUMEp, IOYTOBOE COOOIIEHNE UITH BeO-CTpaHMLA C KaKOT0-JIH00
caita. IIoTOK makeToB MEXAy OTAEIBHBIMU KOMIIBIOTEPAMM, KOTOpPBIE IIEPENAOTCA B
COOTBETCTBUU C OIIPENEICHHBIM IIPOTOKOJIOM, HAa3bIBAETCsl CeTeBbIM Tpapukom. [lakeTs
NEePENATCA OT OAHOTO KOMIIBIOTEpPA K JPYyromMy A0 TeX IOp, MOKa HE JOCTUTHYT TOIO
KOMIIbIOTEpa (M TOM MporpaMMel), AJsi KOTOPOrO OHM INpenHazHadeHbl. KommbroTepsl, yepes
KOTOpbIE TPOXOJUT CeTeBOHM TpaduK, Ha3bIBAlOTCS MapuipyTuzatopamu. Kaxmerid
MapuIpyTU3aTOp OOBIYHO OBIBACT COEJUHEH C HECKOJIBKUMH KOMIBIOTEpaMHM U IMPUHUMAET
pelieHne, KakoMy M3 3THX KOMIIBIOTEPOB IEpeciaTh MakeT, YTOObl B KOHEYHOM CYETE MaKEeT
JOCTUI KOMIIBIOTEpA, MJIs KOTOpOrO OH IpeJHa3HadeH. OTOT IPOLECC Ha3bIBAETCS
MapuIpyTH3anuei.

3. Kak o0ecneunBaeTcs 3aliuTa HH(POPMALMHU NPH C€TEBOM B3aUMO/eCTBUH

CooOuieHne, KOTOpoe MepeaeTcss OT OJHOr0 yYaCcTHUKA APYTroMy, IPOXOIUT yepe3 O0oJblIoe
KOJIMYECTBO JIDYTMX KOMIBIOTEPOB C HCIOIB30BAHHUEM OOJBIIOrO KOJHMYECTBA IMPOTOKOJIOB.
MOXHO CUYUTaTh, YTO YCTAaHaBIMBAaeTCs WHGOPMAIMOHHBINH KaHan or OrtnpaBurens K
[Tonyuaremro.  CepBuchl ~ 0e30macHOCTH  JOJDKHBI  o0ecreyuBaTh — 3alllUTy  3TOrO
I/IH(i)OpMaIII/IOHHOFO KaHajila OT BCECX TUIIOB aTakK, NCPCUNCICHHBIX BBIIIC.



CpencTBa 3amuThl HEOOXOUMBI, €CIIH TPeOyeTCs 3alIUTUTh TepelaBaeMyl0 WHPOPMALUIO OT
IOPOTUBHUKA, KOTOPBI MOXET MPEACTaBIATh YIPo3y KOHPHUAECHIMAIBLHOCTH, ayTCHTU(DUKALIH,
IIEJIOCTHOCTH | T.II. BCce TEXHOIOrUM NMOBBIMIEHHS 0€301TaCHOCTH UMEIOT JIBa KOMITOHEHTA!

e OtHocuTeNnbHO Oe30mMacHasi mepeaada MHPpOpPMalUK, UCTOIL3Ys MmudpoBaHue, Mpu
KOTOPOM COOOIICHHE U3MEHSETCAd TakKuM 00pa3oM, YTO MPOTUBHHUKY Ka)KeTCs
CITy9aifHBIM HAa0OpOM HyJIeH W eawHHIl. M, BO3MOXXHO, B COOOImIEeHUE M00aBISIOTCS
JMaHHBbIe I OOecreyeHHs] LEJIOCTHOCTH COOOIIeHHs, T.e. JaHHbIe, KOTOpbIC
no3BossifoT  [lomywartemo ¢ Oombmiol  1oyiell  BEPOSTHOCTH  OMPEAETHTH, YTO
coo01IeHne He OBLII0 U3MEHEHO.

e Hexkoropas cekpetHas wuHboOpManus, paszaenseMas OOOMMH Yy4YaCTHHUKAMU H
HEU3BECTHAsl MPOTUBHUKY, KOTOPAsl UCIOJIb3YETCs AJisl MHU(PPOBAHUSI COOOLIECHUS.

Kpome TOro, B HEKOTOpBIX cCiydasx s  oOecnedeHus Oe30macHOM mepenaun ObIBaeT
HeoOxoquma Tpetbs [loBepennas Ctopona (Third Trusted Party - TTP). Hanpumep, Tperbs
CTOpPOHA MOKET ObITh OTBETCTBEHHOM 3a pacnpezesicHue MeX1y IBYMs YYaCTHUKAMU CEKPETHOU
UHPOpPMAaLIMK, KOTOpash He cTaja Obl JTOCTyIHAa NPOTHBHUKY. JIMOO TpeThs CTOpOHA MOXKET
UCTOJIb30BAaThCSl  JUIsl  pEIIEHUs] CIOPOB MEXAY JABYMS YYaCTHHKAMH OTHOCHUTEIBHO
JIOCTOBEPHOCTH MEPEJABAEMOTO COOOILEHHUS.

4. Kak obecneunBaercsi 3aliMTa HHPOPMALMOHHON CHCTEMBbI

CepBuCHI 0€30NTaCHOCTH, KOTOPBIE MPEOTBPAIIAOT HEXKENATESIBHBINA JOCTYT, MOKHO pa30UTh Ha
JIBE KaTEerOpHH:

e [lepBas kareropus OIpeneNseTCs] B TEPMUHAX CTOPOXKEBOW (PYHKUMH. DTH MEXaHH3MBI
BKJTIOYAIOT TPOIEAYpPhl BXO/a, OCHOBaHHBIC, HANpPUMEpP, HA WCIIOJIB30BAaHUH MApOJIsi, YTO
MO3BOJIACT paspCUINTb JOCTYII TOJBKO ABTOPHU30BAHHBIM ITOJIB30BATCIIAM. OTH MeXaHU3MBI
TaKKe BKIIIOYAIOT pa3iIMdHbIE MEXKCEeTeBble dKpaHbl (firewalls), koTopele mpeaoTBpamarT
aTakW, U, B YaCTHOCTH, IIO3BOJIAIOT MPEAYNpEXKAaTh INPOHUKHOBEHUE YEpPBEH, BUPYCOB, a
TaKXKe MPe0TBpaIaTh Ipyrue MoA00HbIe aTaKy.

e Bropas smHUS OOOpPOHBI COCTOMT M3  Pa3UYHBIX BHYTPEHHHUX  MOHHTOPOB,
KOHTPOJIUPYIOLIUX JOCTYII U aHATU3UPYIOLUX JEATEIbHOCTD I10JIb30BATEIICH.

OaHUM M3 OCHOBHBIX MOHATHM mpu obecriedeHHH 0e30macHOCTH MH(GOPMALMOHHONW CHUCTEMbI
SIBIIIETCA TOHATHE asmopuszayuu — OIPEACIIEHUE U NPEJOCTaBIEHUE INIpaB JOCTyNa K
KOHKPETHBIM pecypcaM WM MPOrpaMMaM.

5. Yro Takoe aJropuTM CHMMETPUYHOr0 n(poBaHUs

B mpomecce mmdpoBaHus HCHOIB3YETCS OMPEACICHHBIM AITOPUTM IMHU(PPOBAHHSA, Ha BXOI
KOTOPOMY MOAAIOTCS UCXOHOE He3amm(poBaHHOE COOOIIEHNE, Ha3bIBaeMOe TaKxke plaintext, u
K04, BeIxogom anroputMa sBIsieTcs 3amm(poBaHHOE COOOIIEHHME, HA3bIBAEMOE TaKXKe
ciphertext. Kirou sBnsercs 3HaYeHHEM, HE 3aBUCSAIIMM OT MIHQPPYEeMOro COOOIICHUS.
M3MeHeHne KiTro4a J0JDKHO TPUBOIUTH K H3MEHEHHIO 3au(POBAHHOTO COOOIICHUSI.

3amudppoBaHHoe  cooOmieHuWe  mepemaeTcs — nonydatenmto. [lomydarens — mpeoOpasyer
3amu@poBaHHOE COOOIIEHHE B HCXOAHOE He3amM(PPOBAHHOE COOOIIEHHE C IOMOIIBIO
QIropuT™Ma pacmu@poBaHUS M TOTO >KE€ CaMOro KI04Ya, KOTOPBIM HCIIOJIB30BAJNCS TIpU
muGpoBaHUH.

BbezonacHocth, obecrneunBaeMas TpPaIMLIMOHHON Kpuntorpaduei, 3aBUCHUT OT HECKOJIBKUX
(bakTopoB.

Bo-niepBeix, kpunrorpaguuecKkuii aaropuTM JOHKEH OBITh JOCTATOYHO CHIIBHBIM, YTOOBI
nepeaaBaeMoe 3almM(ppOBaHHOE COOOIICHHME HEBO3MOXKHO ObUTO pacmudpoBaTh 0€3 KIiIro4a,
HCIIOJIB3YA TOJILKO PAa3JIMYHBIC CTATUCTUYCCKHUEC 3aKOHOMCPHOCTH 3aH_II/I(1)pOBaHHOF0 COOGH.[CHI/ISI
WJIM KaKue-IM0o IpyTue CrocoObl €ro aHaIu3a.



Bo-BTOpBIX, 0€30IaCHOCTH MEPENaBAEMOr0 COOOILEHHS MAOJKHA 3aBUCETh OT CEKPETHOCTH
KJII04a, HO HE OT CEKPETHOCTH alropuTMma. AJNTOpUTM JOJDKEH OBITh MPOAHATU3MPOBAH
CHENHATNCTAaMH, YTOObI HCKIIOYHUTh HAJMUWE CIaObIX MECT, NMPH KOTOPBIX IIIOXO CKpPHITA
B3aMMOCBSI3b MEXJly He3alH(poBaHHBIM M 3alIM(PpPOBaHHBIM coobuieHusaMu. K tomy e mpu
BBIMIOJIHEHUH 3TOTO YCJIOBUS MPOM3BOAMTEIN MOTYT CO3JaBaTh JCIIEBHIC allllapaTHbIE YMIIBI U
CBOOOJTHO PaCIpOCTpaHsIeMble IPOrpaMMBbl, peaTU3yIOIUe JaHHbBIN aJrOpuT™M MH(PPOBAHHUS.

B-TpeTpux, anropuT™M MOHKEH OBITH TakuUM, 4TOOBI HENb3si OBUIO Yy3HATh KIIOY, JaKe 3Has
JOCTaTOYHO MHOTO Tmap (3amudpoBaHHOE cOOOIIeHHe, He3amu(ppoBaHHOE COOOIIEHHUE),
MOJTYYCHHBIX TPU MU(PPOBAHUH C HCIIOJIF30BAaHHEM JaHHOTO KITIOYA.

6. Uro Takoe Me:xkceTeBbIe IKPAHbI

MesxceTeBble IKpaHbl SIBISIOTCS alllapaTHbIMU YCTPOMCTBAMU WIIM MTPOTPAMMHBIMUA CUCTEMaMHU,
KOTOpBIE Pa3pelialoT WIH 3alpeliaoT MPOXOXKICHHE CETEBOro Tpaduka MEXAy CEeTSIMH C
Pa3TUYHBIMU TPEOOBAHUSIMH K O€30TIAaCHOCTH.

7. Yro Takoe nakeTHble PUIBTPBLI

[TepBeiii pa3paboTaHHBIA THIT MEXKCETEBOIO JKpaHa HA3bIBACTCS MakeTHBIM (ribTpom. Jlis
yKa3aHus TOro, KakoW Tpaduk cleayeT MNpomycKaTh 4Yepe3 MaKeTHhIH (UIbTp, a Kakoi
0TOpachIBaTh, UCIOIb3YIOTCS CIIELUaIbHBIN HAOOP MpaBuUl.

Bnavane nakeTHble (puIbTpbl paboTaaM TOJIBKO HA CETEBOM YpoBHE. B Hacrosiee Bpems Bce
NakeTHbIe (QUIBTPHI TAK)KE AHATU3UPYIOT U TPAHCIIOPTHBIN YPOBEHb.

[TakeTHble GUIABTPBl (QUIBTPYIOT CETEBOM TpadHK, OCHOBBIBAsChH Ha OMPEICICHHBIX
XapaKTePUCTHKAX ITOTO TpaduKa.

8. UTo Takoe NpoKcH cepBep NPHUKJIATHOIO YPOBHS

[Ipokcu mpuKIIaJHOTO YPOBHSI SIBISIOTCS 00Jiee MOIIHBIMU MEXCETEBBIMU 3KpaHaMH, KOTOpbIE
KOMOMHUPYIOT YIIpaBJI€HHE OCTYIIOM Ha HU3KOM YpPOBHE C (DYHKLIHMOHAIBHOCTBIO MPUKIATHOTO
YPOBHS.

9. 4Yto Takoe lemunurapuzoanusie (DMZ) cetn

B GonpImIMHCTBE CilydaeB OKpY)KEHHE MEXKCETEBOIO JKpaHa o0paszyeT Tak HasbiBaemMyro DMZ
CETh WIH CETh JEMIINTAPU30BAHHOMN 30HBl. DMZ ceTh ABISETCS CEThIO, PACTIOIOKEHHOU MEXKITY
JByMSI MEKCETEBBIMH SKpaHaAMHU.

DMZ cetu mpemHa3Ha4eHBl U1 PACIOJIOKEHHUS CUCTEM M PECYpPCOB, KOTOPHIM HEOOXOIUM
JOCTYTI TUOO TOJBKO M3BHE, TUOO TOJIBKO M3 BHYTPH, TUOO U U3BHE, U U3HYTPH, HO KOTOPbIC HE
JOJKHBI OBITH pa3MelleHbl BO BHYTPEHHUX 3alIMIIEHHBIX CETSAX. JTO CBS3aHO C TEM, YTO
HUKOT/Ia HEJb3sl FapaHTHPOBATh, YTO 3TH CHCTEMBI U PECYpPChl HE MOTYT OBITh B3noMmaHbl. Ho
B3JIOM JTHX CHCTEM HE JOJDKEH aBTOMAaTHYECKH O3HauaTh JOCTyH KO BCEM BHYTPEHHUM
CHUCTEMaM.

10. Yto Takoe cucreMbl OOHapy:keHHsi BTOp:keHHs - Intrusion Detection Systems
(IDS)

IDS sBASIOTCS MPOrpaMMHBIMH WJIM alllapaTHBIMA CHCTEMaMH, KOTOpPbhIE aBTOMATH3HPYIOT
MPOIECC TMPOCMOTPa COOBITUN, BO3HHKAIONIMX B KOMIBIOTEPHON CHUCTEME WM CETH, U
AQHATM3UPYIOT UX C TOYKU 3pEHHS 0e30MacHOCTH. Tak Kak KOJIMYECTBO CETEBBIX aTaKk BO3PACTAeT,
IDS cranoBsATCS HEOOXOIUMBIM JIOTIOJTHEHHEM UHPPACTPYKTYPBI OE30MTaCHOCTH.

11. Kakue cymecTBylOT cnnocodn! kaaccupuxkanuu IDS

CymecTByeT HECKOIbKO cnocoboB kimaccudpukanuu IDS, kaxaplii U3 KOTOPHIX OCHOBaH Ha
pa3znumuHbIX Xxapaktepuctukax IDS. Tun IDS cremyer ompenensitb, UCXOIs U3 CIEAYOIINAX
XapaKTEPUCTHK:



— Cnocob MOHUMOPpUHZSA CUCMEMDbL. Ilo crocobam MOHUTOPHHTA CUCTCMBI ACIIATCA Ha CCTCBBIC
" NpCAHA3HAUYCHHBIC IJIA1 OTACJIBHOI'O KOMIIBIOTECPA.

— Cnocob ananuza. DT0 9acTh CUCTEMBI OTPEICTICHHUS TIPOHUKHOBEHHS, KOTOpasi aHAIN3APYET
COOBITHSI, TIOJTYYCHHBIC M3 HMCTOYHHKA WH(POPMAIUU, W MPUHUMACT PEIICHHS, YTO HMEET
MecTO TpoHHWKHOBeHHE. CriocobamMu aHanm3a SBISIOTCS OOHApYXEHHE 3JI0yTOTpeOIeHHA
(misuse detection) u oOHapy>keHue anomanuii (anomaly detection).

3aodepoicka 60 6pemeHu MEXIy TONydYeHHEM HH(OpMAIMM W3 UCTOYHUKA M €€ aHAIM30M H
NPUHATHEM pellieHus. B 3aBucumoctu oT 3aaepxku Bo BpemeHu IDS nensitcst Ha paboTatoiue B
TEUEHUHU OMPENICTICHHOTO WHTEpBajia (WM B MAKETHOM PEKHUME) U HEMPEPHIBHO pabOTaroIINe
CUCTEMBL.

HTorosbie BONPOCHI
OcHOBHBIE NNOHATHH, OTHOCAIIINECH K 3alIIUTE I/lH(i)OpMaIII/II/I

1. Ya3BumocTh
Crnaboe MeCTO B CUCTEME, C UCTIOIh30BAaHUEM KOTOPOTO MOXKET OBITh OCYIIECTBIICHA aTaka.
2. Puck

BeposTHOCTB TOTO, 9YTO KOHKPETHAS aTaka 0y/IeT OCYIIECTBICHA C HCITOJIb30BAHUEM KOHKPETHON
ySI3BUMOCTH. B KOHEYHOM cdYeTe, KaxkJgas OpraHu3alys JO0JDKHA TMPUHATh pEUIeHHEe O
JOTTYCTUMOM JJISI HEE YPOBHE pHCKA. DTO pEIICHUE TOJDKHO HAWTH OTPaKEHUE B TOJUTHUKE
0€30MacHOCTH, TPUHATON B OPTaHU3AIIHH.

3. IoauTnka 0e30MaACHOCTH

[lpaBuna, JUPEKTUBBI W  TMPAKTHYSCKUE HABBIKM, KOTOpPHIC OMNPEACISIOT TO, Kak
WH(POPMAIMOHHBIE IICHHOCTH 0O0pa0daThIBAIOTCS, 3alIMINAIOTCS W PACIPOCTPAHSIOTCS B
OpraHu3aluy U MEXy HH()OPMAIIMOHHBIMU CHCTEMAaMK; HA0Op KPUTEPUEB TSI IPEIOCTABIICHHUS
CEpPBUCOB OE30MAaCHOCTH.

4. ATaka

JIroboe neiicTBhe, Hapymaroniee 0€30MaCHOCTh WH(GOPMAIMOHHON CHUCTEMBI. ATaKOW MOXeET
ObITH HE TOJBKO OTJENbHOE JAEHCTBHE, HO U MOCJIEN0BATEIbHOCTh CBSI3aHHBIX MEXAY COOOM
NENCTBUH, UCMIONB3YIOIUX YA36UMOCMY TAaHHON MHPOPMAIIMOHHON CHCTEMbI M MPUBOISIINX K
HapYILEHUIO NoaUmuKu 6€30nacHocmu.

5. MexaHnu3M 0€30acHOCTH
[TporpaMMHOe UK anmapaTHOE CPECTBO, KOTOPOE OMpPEIEsIeT Wik MPEAOTBPAIIaeT aTaKy.
6. Cepsuc 6e3onacHocTn

CepBI/IC, KOTOprI71 obecreynBaeT 3a1aBacMyro MOJIUTHKOH O€30ImacHOCTH 3aIlUTy CUCTEM U
nepeaaBacMbIX AJAaHHBIX, oo OMpeaACICT OCYLICCTBIICHHUE aTaKW. CCpBI/IC HCIIOJIB3YCT OAHH
nin 00jIee MEXaHHU3MOB O€30IMaCHOCTH.

7. IlaccuBHas aTaka
[TaccuBHOW Ha3bIBae€TCS Takas araka, MPU KOTOPOM NPOTHUBHUK HE HMEET BO3MOXKHOCTH
MOIU(HUIMPOBATH MepeaBacMble COOOIICHUSI U BCTABIATh B MHPOPMALMOHHBIA KaHAT MEXITY

OTIIPaBUTEJIEM U TOJy4yaTesieM cBou cooOuieHus. Llenpio maccuBHON aTaku MOXET ObITh TOJIBKO
NPoCJaylIMBaHUE NMepeAaBaeMbIX CO00IIeHNIA M aHAIU3 TpaduKka.

8. AxTHBHafA aTaka



AKTUBHOM  Ha3bpIBaeTCsl Takas araka, OpU KOTOPOHM MPOTUBHMK HMEET BO3MOXHOCTh
MoaAuGHUIMPOBaTh NepeiaBaeMble COOOICHUSI H BCTABJIATH CBOU COOOIICHHS.

9. KonpuaeHunaabHOCTb

[IpenoTBpallieHNe MACCUBHBIX aTak sl TepelaBaeMbIX WIM XpaHUMBIX JaHHBIX. CepBuc
KOH(DHICHIIMAILHOCTH Mpeodpas3yeT nepeaaBaeMoe COOOIIeHne TaKuM 00pa3oM, 4TOObl HUKTO,
kpome [lomydarens, He MOr MOHATH MepeaaBaemMoe cooOmieHue. s BceX OCTalbHBIX
nepeaaBaeMoe COOOIIECHHE JOIDKHO Ka3aThCsl CIyYaitHBIM HAOOpOM HyJIeH U €MHUIIL.

10. AyrenTuduranus

[loaTBepxneHue Toro, 4ro nHGoOpMalus noirydeHa ot 3akoHHoro Otnpasutens, u [loxyuyaTens
NeHCTBUTENBHO SIBISETCS TeM, 3a KOro ceOs BblAaeT. B cinyuyae mepepayn eIMHCTBEHHOTO
COOOIIeHNsT ayTeHTH(PHUKANNS JODKHA TapaHTUPOBATh, YTO TOIyYaTeIeM COOOIICHHUS SBISECTCS
TOT, KTO HY>KHO, U COOOIIEHHE MOJIyYE€HO U3 3asBJICHHOI0 UCTOYHMKA. B ciydae ycraHOBIEHUS
coelMHeHus, T.e. korjaa mexay Ortnpasutenem u [lomyuaTtenem mnepenaeT MOTOK COOOLICHUN B
00e CTOpOHBI, UMEIOT MECTO /IBa acneKkTa. Bo-nepBbix, MpY MHUIMATU3AMH COEIMHEHNS CEPBUC
JOJDKEH TapaHTHpOBaTh, YTO 00a ydacTHUKa ABIAIOTCA TpeOyeMbiMH. Bo-BTOpBIX, cepBHC
JIOJDKEH TapaHTHpOBaTh, YTO HA COEAMHEHHE HE BO3JCHCTBYIOT TakUM OOpa3oM, YTO TPETbhs
CTOPOHA CMOXKET MaCKMpOBATBCS I0J OJIHY M3 JICTAIBHBIX CTOPOH YXKE€ IIOCJIE YCTaHOBJICHUS
COCIMHECHMUSL.

11. llexocTHOCTH

CepBuc, rapaHTUpyromui, 4yTo MH(GOpMaIUs MpU XpaHEHWU WM Iepegadye He HU3MEHHIIACh.
CepBUC MOXET OTHOCUTBCA K TIOTOKY COOOIIEHHWH, €IWHCTBEHHOMY COOOIIEHUIO WU
OTJIEJIbHBIM TOJISIM B COOOIIEHUH, a TAKXKe K XpaHUMBIM (aiijiaM 1 OTAeIbHBIM 3anKcsaM (aiiios.

12. HeBO3MOXHOCTH 0TKA3a

HeBosmoxnocTts, kak ans Ilomywatens, tak u ana OtopaButens, OTKazaTbes OT (akrta
nepenadyn. Takum oOpa3oMm, Korjga cooOmeHre OTnpaBiieHo, [lomydaTelb MOXKET YOeIUThCS,
YTO  9TO chenan JeranbHblii OThnpaBuTeNlb. AHAJIOTMYHO, KOTJa COOOIIEHUE MPUIILIO,
OTnpaBuTEnh MOXKET YOETUTHCS, UYTO OHO IOJIy4eHO JeranbHbIM [lomydarenem.

13. KonTpoJs nocryna

B03MOXXHOCTE OrpaHMYMTh U KOHTPOJIMPOBATH JOCTYI K KOMIIBIOTEpPAM M IPOrpaMMaM IO
KOMMYHHUKAIMOHHBIM JIUHUSM.

14. locTtynHoCTh

Pe3ynbpTaTom atak MOXeT ObITH OTEPS WM CHI)KEHUE JOCTYIHOCTH TOTO WJIM MHOTO CepBHCA.
I[aHHLII\/JI CCPBUC npeaHa3HauYCH JJISL TOro, I-ITO6I:I MHWHUMH3UPOBATH BO3MOXHOCTb
ocymiecTBieHust DoS-atak.

15. AJIropuT™MBI CHMMETPUYHOT0 IIM(PPOBAHUS

Kpunrorpadguueckue anropuT™mbl, peaHasHauYCHHbBIE UIS MPeoOpa3oBaHUsl COOOIICHUS TaKHM
00pa3oM, 4yTOOBI HEBO3MOXKHO OBLIO MONYYHUTh MCXOAHOE COOOIIeHHE Oe3 3HaHUS HEKOTOPOU
JIOTIOJTHUTEILHON WH(OpMaIuy, Ha3blBaeMON KJIKWYOM. Takoe mpeoOpa3oBaHHE Ha3BIBACTCS
mudpoBanuem. OOpaTtHoe mnpeoOpazoBaHHe 3aIM(pPOBAHHOIO COOOLICHHS B HCXOJIHOE
Ha3bpiBaeTCs pacmudpoBaHueM. B sTtux anroputmax s mupoBaHHS W pacuIndpoBaHUs
UCTIOJIB3YETCS O/IMH M TOT K€ KIIF0Y, TOITOMY 3TH aJIrOPUTMbI Ha3bIBACTCS CHMMETPHYHBIMU.

16. AIropuTMBI ACHMMETPHYHOT0 IIU(POBAHUS

Kpunrorpaguueckue anroputMbel, B KOTOPbIX Uil IIH(POBaHUS U  paclIUppOBaHHA
UCTIONB3YIOTCS ABAa Pa3HBIX KJIKOYA, HA3bIBAEMBbIC OTKPBITHIM M 3aKPBITHIM KJIHOYaMH,
npyuYeM, 3HAs 3aKPBITHIHA KJII0Y, BBIYUCIUTH OTKPBIThIN HEBO3MOKHO.



17. Xom-pynxkuun

Kpunrorpaguueckue QyHKINMH, BXOAHBIM 3HAUYE€HUEM KOTOPBIX SBJISIETCA COOOIIEHHE
IIPOU3BOJIBHON JJIMHBL, a BBHIXOAHBIM 3HAYEHHUEM - COOOIEHUE (PUKCUPOBAHHOM JUIMHBI. XOIII-
(GyHKIMU 00Jaal0T PAAOM CBOMCTB, KOTOpPbIE IMO3BOJISIIOT C  BBICOKOW J10JIeH BEPOSATHOCTH
OIPENENATh U3MEHEHUE BXOJAHOTO COOOILEHUS.



